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ABSTRACT The exponential growth of digital health data has introduced new challenges in storage, management, and
security. Data Warehousing (DW) and Blockchain have emerged as two key paradigms to address these issues. DW provides
structured, analytical capabilities for decision support, while Blockchain ensures decentralized trust and immutability. This
paper presents a comparative analysis of DW and Blockchain in healthcare, focusing on security, interoperability, and
transparency. A novel Explainability Layer is integrated to enhance interpretability and auditability of blockchain-based
systems. A comparative experiment evaluates both technologies under identical workloads, highlighting Blockchain’s
superiority in traceability and DW’s efficiency in query performance. Finally, a future-facing discussion identifies emerging
hybrid architectures that blend DW performance with Blockchain transparency.
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I. INTRODUCTION

The swift advancement of information and communication
technology (ICT) has been remarkable. across various areas of
human activity has led to the generation and accumulation of
massive amounts of data in diverse formats [1]. As the volume
of data continues to grow, the demand for large-scale storage
solutions has also increased to manage and store this
expanding amount effectively. Consequently, the concept of
the data warehouse (DW) emerged as a structured and
centralized repository designed to store data efficiently and
support analytical processes. However, analyzing such
extensive datasets without suitable tools is nearly impossible.
Therefore, efficient and powerful systems are required to store,
organize, manage, analyze, and extract meaningful insights
from these large-scale data warehouses. "This need has given
birth to data storage and data mining" [2].

Big-data analytics continues to underpin large-scale
healthcare data management and motivates the evolution from
classical DW systems to hybrid analytical infrastructures [9].

Currently, DW is considered perhaps the most famous and
helpful advances, which is utilized to keep a huge volume of
scientific and authentic information, which can be steady in the
dynamic cycle of decision-making process.

Thus, most of the large as well intermediate associations use
DW technology as a powerful intelligent control device [1]. "A
database is information-learning, integrated, non-invasive, and
time-consuming way to support  decision-making
processes”.[3]

A.DATA WAREHOUSE DESIGN

Like any other architectural framework, data warehousing
architecture consists of the organized layout and integration of
its key components. The main elements or building blocks of
a data warehouse system are outlined in [4].

A well-designed data warehouse can generally be developed
through the following three main phases:

» Source Data The source information in the stockroom
framework can emerge out of four information sources -
creation information (likewise called utilitarian information),
interior information, outside information and authentic
information. Information planning this includes cleaning,
coordinating, changing over and getting ready source
information for capacity in an information stockroom. The
principal errands performed by the information test are: (1)
information extraction, (2) information change and (3)
information stacking. These three cycles are all things
considered known as the removal, change and stacking (ETL)
measure. Numerous ETL apparatuses are monetarily
accessible.

ETL (Extract-Transform—Load) Modeling:

Data from various sources is extracted, then transformed into
an appropriate format, and finally loaded into the data
warehouse as part of the process. The modeling follows
defined business process patterns, often represented using
Business Process Modeling Language (BPML).

* Information Delivery:

This component provides processed information to different
users of the system through various tools such as reporting
systems, analytical applications, and OLAP tools.

* Logical Design (Implementation Logic):

The logical design phase generates the schema based on the
conceptual model, while also considering the constraints of the
selected data warehouse technology [6]. It serves as the bridge
between the conceptual model and its practical
implementation [5].

Metadata acts as the directory or catalog of the data warehouse,
containing descriptive information about the stored data. It is
typically categorized into:

(1) Metadata related to data extraction and transformation (2)
Operational metadata (3) End-user metadata

Physical design these data structures are related to issues
related to template implementation tools, such as indexing,
distribution, use of data marks, and so on.

[71.

B. Evolution of data warehouses involves gathering data from
multiple sources, and as the data warehouse architecture
develops, several aspects may undergo change. These include:
(a) the data warehouse’s data model, since some source
systems may alter their structures, (b) the underlying structural
processes, (c) the information architecture, (d) the supporting
technological framework, and (e) the methods used to interpret
and transform valuable data resources.

C. Stock information

For other lifecycles based on lifecycle modeling techniques,
database development cycle design typically includes (a)
identified needs and schema as user needs change. Due to the
changing nature of people in need of demand, it was also
necessary to change the information store accordingly. Data
storage can occur due to changes in the schema, changes in
user needs and program adjustments [3,4,5,6].
Multidimensional data modeling is widely accepted for the
creation of warehouse data [7]. Data from the warehouse are
often presented as a large amount of information to facilitate
complex research and visual inspection [7]. In this manner, the
information is put away as information solid shapes (or
multidimensional designs). Data or estimations are put away
in facts and measures.

D. Sequence of queries and improvement of effective ways to
test specific methods and methods of entry required for quick
answers to questions to improve complex questions in DW [7].
Depending on the needs of the database repositories, different
concepts and techniques can be used for efficient query
queries, such as indexing structure, materialized ideas, similar
operations, integrated services for query operations, SQL
extension. Special techniques such as special indexing
Structure, that cube material and representation, and the
execution of parallel systems have also been supported in a
multidimensional model.

The rules for transforming a multidimensional model's
conceptual schema into a NoSQL logical model are outlined
in [7]. Online. Online analyze online analytics processing
(OLAP).



E. Testing is a significant undertaking in the existence pattern
of building up any item. Dissimilar to programming testing,
which centers essentially around program code, the
information stockroom is proposed for information testing.
The central point of contention of information stockpiling
testing is information and answers to questions [2].

Blockchain

Blockchain technology is transforming the development of
scalable information systems and diverse applications,
particularly as it increasingly integrates with emerging
technologies. In recent years, industries have been exploring
and adopting blockchain solutions alongside technologies such
as artificial intelligence, cloud computing, and big data. It is
anticipated that blockchain will soon achieve widespread
global implementation.

To understand and promote advancements in blockchain, this
paper reviews recent research related to blockchain
fundamentals and its core components, as well as its
applications in areas such as healthcare, security, and data
management. Additionally, It highlights key blockchain use
cases, emerging trends, and challenges, offering a
comprehensive overview of current technology and future
development directions.

The blockchain has created a new area of competition between
nations. Its rapid development has garnered global attention
from governments, organizations, companies, and research
institutions. The system monitors the production process in
real-time, lowers regulatory costs, disrupts illegal markets, and
reduces crime. [8, 9].

Encouragement and involvement

Unlike the studies previously referenced, this work provides
a focused review and evaluation of leading research on data
warehousing (DW) and blockchain in the field of clinical
healthcare services. The main goal is to show how blockchain
can be used in healthcare compared to DW, while also
highlighting the challenges and future research opportunities
related to blockchain adoption. Research that merely provides
general discussions, speculative applications, or non-
analytical perspectives on blockchain is excluded from this
review.

The article is organized into several sections: the relevant
related work is discussed in Section Il; the research
methodology is detailed in Section I11; an analysis of the data
collected from reviewed studies is provided in Section I1V; the
synthesized findings and the proposed solution are outlined
in Section V; and concluding remarks are presented in
Section VI.

Il. RELATED WORK

The methods used to test information distribution centers
develop gradually because business types are constantly
evolving. These entrances in a wide assortment of potential
perspectives on data philosophies are intended to oblige the
advancement that has been changed from crude information to
reflect the genuine dimensionality of improvement
comprehended by the client [32]. Arora et al. [1] OLAP

examines the question's activity in the context environment in
which the question is studied in sub questions and moves them
to appropriate groups. Opportunities to capture summary
information and the wide range of aspects in OLAP are
explored in Tschorsch et al. [20]. Tschorsch et al. [20]
established a name result. The warehouse database Like
modeling programs, warehouse experiments are performed on
different parts of the live blood database.

According to Zeng et al. [5], data warehouse testing can be
carried out in multiple phases, beginning with the standard
ETL (Extract, Transform, Load) process, followed by spatial
ETL testing. Another important aspect of data warehouse
evaluation involves assessing quality metrics, which are
essential for ongoing quality monitoring, as highlighted by
Wang et al. [15]. To address challenges related to category
satisfaction, Dinh et al. [10] proposed a solution grounded in
architectural design principles.

Dai et al. [12], through their work with Signeti InterCont,
introduced an automated method for generating Olympus
cubes entirely through software, eliminating the need for
manual input. Lin et al. [24] explored the application of OLAP
operations within graph-based data models, demonstrating
how analytical processes can be adapted for non-relational
data structures. Additionally, Brousmiche et al. [27] examined
the key challenges associated with ETL testing, highlighting
complexities in validation and transformation processes.

The security of a data warehouse is critical, as it represents a
highly valuable and strategic asset for any organization.
Although various standard encryption techniques exist to
secure data within the warehouse, their use must be carefully
considered during the warehouse design process [22].
Additionally, the security measures implemented for a data
warehouse should be addressed at multiple stages throughout
its lifecycle.

Zhang et al. [30] state that Oracle follows recommended best
practices for data masking. However, masking techniques that
rely heavily on numerical computations can negatively impact
the performance of data storage systems due to their
processing requirements. This creates concerns related to
execution efficiency and system responsiveness. Therefore, to
maintain data privacy while minimizing performance
degradation and ensuring scalability, there is a need for new
security algorithms and techniques [35].

Data warehousing security generally focuses on the CIA triad,
which includes confidentiality, integrity, and availability.
These core security attributes are essential for ensuring
trustworthy and resilient systems. Aleem et al. [2] highlight the
CIA model as a critical framework for addressing security
challenges within data warehouses.

Gupta et al. [17] proposed a metadata-driven approach to
optimize database storage structures. Santos et al. [35] outlined
several protective mechanisms aimed at enhancing data
security and minimizing unauthorized access. Vishnu et al.
[41] introduced a novel database security model utilizing
advanced data masking techniques, which also demonstrated
improved query performance.

The rapid growth of data volumes and the heightened need for
effective data management have made data storage an essential
technological component. The adoption of data warehouse
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(DW) systems is expanding rapidly, with various models such
as centralized, distributed, and hybrid architectures emerging
as key areas of research focus [11]. Numerous researchers
have highlighted that current data storage frameworks require
further enhancements, particularly in areas related to security,
data modeling, system reliability, and access fairness.

Blockchain-based data management

Blockchain is an information base framework based on a
distributed organization that gives confided in
information the board capacities. The confided in
information base administration framework guarantees
the believability unwavering quality and security the
outer access [3,10].

The handling of data assets varies depending on whether
they are processed directly within the block or not.
Specifically, there are two distinct models: (1) the data
asset chain mode, where data and assets are both managed
directly within the block and stored on the blockchain; (2)
the data asset record chain mode, where only data records
are managed within the block, while actual data and
assets are managed outside the blockchain, such as on a
local server or cloud [11,12]. The primary goal of data
management is to ensure confidentiality, integrity, and
accessibility, whether the data comes from 10T devices,
cloud platforms, or other sources [13]. Striking a balance
between privacy and transparency is crucial. For
example, the MeDShare clinical data-sharing platform
monitors administrators and validates data owners to
securely access and control information stored in cloud
environments [14]. Blockchain enhances MeDShare by
providing secure, trustless verification processes that
bolster security and access control. Additionally,
blockchain's decentralized peer-to-peer (P2P)
architecture facilitates efficient data sharing and can
lower operational costs for government data resource
sharing [15]. The blockchain network also collects vast
amounts of data, which can be managed with suitable
algorithms to enhance security levels [15]. A proposed
data management system, as introduced in [16], aims to
safeguard personal information effectively.

II. METHODOLOGY

The strategy includes some procedures which are as follows.
The searching words used to get our required papers, best-suited
repositories, inclusion and exclusion of the papers,
methodologies used for retrieving, analyzing, and extraction of
the data.

Table | discusses the research questions.

A. Explainability Layer Integration

Recent advances demonstrate that blockchain and Al-driven
data infrastructures require explainability and traceability
mechanisms to ensure system transparency and stakeholder
trust. Therefore, this study introduces an Explainability Layer

within the analytical pipeline to maintain interpretability of
decision processes and audit trails in blockchain-based
healthcare environments.

The Explainability Layer operates at three levels:

1. Model-Level Explainability: Interprets how smart contract
logic and consensus algorithms affect access control decisions.
2. Process-Level Explainability: Tracks lineage of healthcare
data transactions through immutable, timestamped records.

3. Outcome-Level Explainability: Visualizes blockchain
activity and clinical data analytics via interpretable dashboards
for clinicians and auditors.

This approach aligns with findings in IEEE 8292286
(Explainability in decentralized trust systems), MDPI Appl.
Sci. 9(9):1736 (Al transparency in medical data pipelines), and
SAGE Health Informatics (Interpretable ML in clinical
analytics).

Integrating explainable Al within blockchain infrastructures
has also been identified as a crucial research direction for
secure and interpretable healthcare analytics [45].

B. STUDY SELECTION

According to our research criteria following questions are
recognized

e As the Blockchain and Data warehouse use in health
care industry is one of the most usable techniques
nowadays for researchers. So, we choose the latest
papers including from 2016 to 2020.

o Asthe field is most emerging so everyone is trying to
contribute in this field but not all researches need to
be of good quality so we tried our best to choose the
best quality research papers

e Not only the papers are of top quality but they have
the right content to take care that our papers should
have our required information.

CRITERIA FOR INCLUDING AND EXCLUDING OF
PAPERS:

e  Most of the papers that we found out didn’t have our
desired information though they had that specific
keyword that was for searching in the repositories

e Many research papers are excluded because our
language medium is English and they are of a
different language.

Search \

Strategy

Review & Refine Atricles

. FIGURE 1. Search Strategy for Articles



C. SEARCH STRATEGY
According to our searching algorithm, the problem was
identified by exploring various papers, and then some
keywords are extracted as per our aim. Then these keywords
are used in various databases i.e. google Scholar, IEEE
explores, ACM digital library, etc., to find out the most recent
and updated research papers. Papers were reviewed, data were
extracted, analyzed, and then research questions were refined
by consulting with our supervisor, and then the process is
repeated until we got our required results. Most of the papers
were rejected because of the following reasons

e  Papers whose reviews were not good

e  Papers who didn’t have our required content

e  Multiple times downloaded

e written not in the English language
Fig. 1 shows the search strategy of this particular article.

Table Il:
DATA EXTRACTION FROM SELECTED KEYWORDS BASED

PAPERS

# | Meta Data Description

1 | Title Title of the paper

2 | Year Publication year of paper

3 | Venue Channel through which paper is
been publish

4 | Publication type Journal / Conference /etc.

5 | Citation string Series of references

6 | Cite How many researchers use this

paper as a reference

7 | Problem statement | The problem described in the
paper

8 | Proposed solution | Proposed solution in the paper

9 | Analysis & result | Experiment & its result

10 | Future work Further future work, related to
that problem

D. RESULT

Out of the collected papers, 50 papers were excluded because
they were duplicates, 40 of them didn’t have a proper title, 30
of them didn’t have a clear idea in their abstract, and 7 papers
didn’t have the English language, while 8 papers didn’t have
our required proper information.

E. Data Sources

As part of the Systematic Literature Review (SLR), six major
electronic databases such as ACM Digital Library, Google
Scholar, IEEE Xplore, Springer Link, Elsevier, and Web of
Science (WoS) were chosen to conduct the search process. The
research domain served as the foundation for developing the
search strategy and predefined research questions.

The primary search string used was:

((blockchain or data warehouses, combined with healthcare-
related terms such as health, medical, medicine, or health-
related keywords. Alternatively, it encompasses terms like
OLAP, data quality, or security.

In cases where a database did not support wildcard characters
(e.g., *), the search string was appropriately modified.
An alternative query was also used for broader coverage:

The keywords include either 'blockchain' or 'block chain," and
they relate to healthcare, health, medical fields, medicine, m-
health, mhealth, e-health, ehealth, or telehealth. Additionally,
the terms 'OLAP,' “data quality,” or 'security' are also relevant.

These search queries were tailored for compatibility with each
database's syntax requirements.

F. Study Criteria

The initial step following article retrieval involved the removal
of duplicate entries and titles that were not relevant to the focus
of the review. Inclusion was strictly guided by the predefined
search string, while studies that failed to meet the exclusion
criteria (EC) were systematically filtered out.

Exclusion Criteria

ExclusionC1: Studies that do not focus specifically on
blockchain (BC), data warehousing (DW), and healthcare.
ExclusionC2: Studies that provide only a broad or general
discussion of blockchain, data warehousing, and healthcare
without in-depth technical or analytical content.
ExclusionC3: Studies that merely outline the potential or
perceived need for blockchain and data warehousing in
healthcare, = without  presenting  concrete  research,
implementations, or evaluations.

ExlusionC4:. Optional examination, audit papers and other
non-significant distributions.

ExlusionC5: Distributions introducing just thoughts,
magazine distributions, meetings and conversation papers.
ExlusionC6: Publications not in English.

Inclusion Criteria

InclusionCL1: Unique exploration study (counting licenses and
dim writing for fulfillment).

InclusionC2:Publication on the topic of BC in healthcare.
findings.

InclusionC4: Distribution years in the reach somewhere in the
range of 2016 and 2020.

Fig.2 shows the paper selection criteria. Fig.3 explains the data
warehouse components and data warehouse dimensional
modeling with respect to the star schema shown in Fig.4.
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IV. RESEARCH ANALYSIS

A. Defining Data Quality

Much effort has been put into defining the concept of "data
quality™ practically. Rather than being purely theoretical, data
quality is associated with measurable dimensions and
actionable strategies intended to improve the reliability and
usability of data. Traditional information management
frameworks often emphasize aspects such as accuracy,
precision, and timeliness when assessing data quality [17].
Data quality issues arise when one or more of these dimensions
are compromised, rendering the data unsuitable or unreliable
for its intended use. Such deficiencies typically occur when the
correspondence between the information system and real-
world conditions fails. This may result from design flaws,
including incomplete, ambiguous, or invalid representations of
data. Wang and Strong [17], for example, identify a
comprehensive set of data quality dimensions categorized
under intrinsic, contextual, representational, and accessibility-
related qualities. These include intrinsic attributes like
accuracy and objectivity; contextual dimensions such as
relevance, timeliness, completeness, and value-added; and
representational features such as interpretability, ease of

understanding, and concise representation.

REPORT/

QUERY

[“>TooLs

SOURCE DATA l«—>»oLAP

DATA STAGING
DATA
MINING
ETL DATA MART

FIGURE 3 Data warehouse components

B. Challenges to Data Quality

It is imperative to consider the importance and meaning of
information quality, however the significant test looked by
Burch [2] takes a more specialized view in depicting four key
classifications of information toxins that make information
distribution  center information quality confirmation
troublesome:

* Many wellsprings of inner and outside information

« Free-structure text containing distinctive mystery or various
covered up

* Company that is inaccessible

* Unexpected estimations of information in fields

* Spelling varieties for a similar thing in reality

Burch proposes four phases of information reengineering: 1)
information examination, 2) normalization of information, 3)
solidification and enhancement of information, and 4)
survivorship of information. The last quality and organization
of information to go to the information distribution center is
chosen in the last stage.

[3] Further point out that both semantic contrasts and syntactic
irregularities can contain information from various sources.
Also, it could essentially not have acquired the ideal
information. Semantic associations are answerable for keeping
up and upgrading the nature of information in data
frameworks.

Orr [7] says two things must happen for this to happen: (1) a
comparison must be made between machine data and the real
world, and (2) any inconsistencies must be fixed. Although this
sounds simple and simplistic, to reach high data quality, he
continues to add an important condition: the data must be used.
The more it is used, the longer it is used, and the more
rigorously it is used, the higher the data quality will be. Users
will notice and report issues.

C. ETL TOOLS FEATURES AND FUNCTIONALITY
We have selected five ETL suppliers, each demonstrating a
foundational commitment to the data warehousing (DW) field.
These chosen tools include Informatica, IBM InfoSphere
DataStage, Ab Initio, SQL Server Integration Services, and
Oracle Data Integrator. Our approach involved coordinating
the execution framework, utilizing metadata as the central
technique, ensuring close-to-constant valuation of the tools,
understanding the core aspects of the ETL process, supporting
multiple languages, and finally evaluating the cost of using
these ETL tools.
COMPARISON OF ETL TOOLS FEATURE WISE

Features ETL tools
Components | Informatica : Mappings.
of « Datastage : Jobs which can be planned
ETL once yet sent anyplace.
« SSIS : Packages which are collections
of factors, control streams and dataflow
Supported Informatica: C, JAVA
Languages « Datastage : C++, Pearl
*SSIS: C, VB.NET




Performance | Informatica: Automatic burden adjusting
Optimisation | with changing information volumes and
equal handling of information inside
meetings.

* Datastage : Jobs can be executed in
equal.

« SSIS : Dataflows run in equal. Bundles
mostly execute on a similar worker as
focus to diminish dormancy.

Metadata * Datastage : Metadata Workbench to
Management | give information

heredity. Metadata Workbench to give
information ancestry.

* SSIS :Lineage following is beyond the
realm of imagination as of now.

D. BLOCKCHAIN STRUCTURE

A blockchain's architecture is typically decentralized and
organized into six functional layers: data, network, consensus,
incentive, governance, and application [19]. Within these, the
data and network layers primarily manage data collection,
validation, and distribution. Meanwhile, the consensus and
incentive layers encompass elements like smart contracts,
consensus protocols, and reward mechanisms that are crafted
to promote trust and cooperation among participants [20]. In
practical deployments, especially in consortium and private
blockchain systems, access is restricted to selected entities
rather than being open to the public. Consequently, incentive-
based models like mining are often unnecessary, which makes
these systems more suitable for secure and efficient
communication and transaction handling among trusted parties
[20]. Various consensus algorithms, including Proof-of-Work
(PoW), Proof-of-Stake (PoS), and Byzantine Fault Tolerance
(BFT), have been extensively examined for their effectiveness
in healthcare blockchain applications [18]. Structurally,
blockchain systems rely on three fundamental components: a
block structure linked by timestamps, a decentralized storage
model based on peer-to-peer (P2P) networking, and a
consensus mechanism that operates across distributed nodes
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E. Categories of blockchain

Blockchains are categorized into three types based on various
applications and features: public (permissionless) chains,
private (permissioned) chains, and consortium (hybrid) chains
[22]. The public chain is entirely decentralized, functioning as
a distributed ledger where any node can participate in reading,
writing, validation, and consensus processes, and receive
corresponding incentives for their contributions. Bitcoin
exemplifies this type of chain, which was the first to appear
and has widespread adoption across multiple domains [23].
Conversely, private chains are centralized blockchain systems
in which a central authority controls access rights. Permission
to read data on the chain can be granted directly to the public,
often used for internal data management or specific enterprise
auditing. Unlike public chains, private chains are limited to
particular organizations or independent ventures, serving a
small group of entities, and resemble other internal storage
solutions [24].

The consortium (half-breed) chain is part of the way-
appropriate  (multi-focus) blockchain. Pre-chosen hubs
determine each square's age. Different hubs can access the
blockchain to be answerable for exchanges, however, don't
participate in the agreement cycle. The Hyperledger Venture is
a blockchain-based initiative focusing on  business
arrangements [25].

F. Characteristics of blockchain

Decentralization: In blockchain means that the system is made
up of shared nodes, each capable of recording and storing all
transactions. Essentially, data is inherently shared and
propagated among nodes without the need for external
intermediaries. In this decentralized setup, all participants and
nodes have the freedom to join activities and conduct
transactions. In contrast to the unified authority of traditional
components, decentralization is a core feature of the
blockchain and attracts additional attention [26].

De-trusting

Blockchain innovation operates within a decentralized
framework where data is transferred between nodes without
requiring mutual trust among participants. It relies on the
principles of distributed network protocols and solely on
mathematical verification, eliminating the need for shared
trust relationships. This system is likely to attract more users
to manage a higher volume of transactions. [27].



A generalized workflow of the blockchain
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FIGURE 5 General Transaction Mechanism

Transparency

Through the blockchain, all people share records and
solicitation information in focuses on a decentralized
plan. The blockchain improvement guarantees that
frameworks record and move information and data. Each
part can examine the records in the blockchain to make
the in-strategy in the circumnavigated framework clear
and strong. Each exchange information of a dispersed
construction is open and solid. [28].

Advanced privacy-preserving mechanisms  for
blockchain-10T healthcare systems further secure
interconnected medical devices [42]

Traceable

The blockchain utilizes time-stamps to distinguish and to
record every exchange, consequently upgrading the time
measurement of the information. This permits the hub to
maintain the control of exchanges and to make the information
detectable. The timestamp ensures the inventiveness of the
information; however, it likewise decreases the expense of
exchange recognizability. This element guarantees that the
blockchain framework is steady and dependable, and addresses
"twofold spending" issues [26].

Anonymity

The blockchain encodes information utilizing halter kilter
encryption Techni-ques. This unbalanced encryption has two
uses in blockchains: information encryption and computerized
marks. Information encryption in the blockchain [29].

G. Blockchain in the healthcare Industry

The application of blockchain technology in the clinical sector
has been gradually developed. For instance, it is employed in a
personal health record system and data sharing platform, as well
as in a smart clinical assistance platform and in-depth analysis of
the challenges faced by blockchain in healthcare [30]. An
electronic health record (EHR) is an automated record of a
patient's information, including vital data, medical history, test
results, treatment records, medication details, and diagnostic
outcomes [30]. Blockchain enables healthcare providers,

patients, and other involved parties to access electronic data
across multiple platforms. Its decentralized architecture securely
consolidates stored information and allows for real-time retrieval
across various healthcare centers. Continuous cloud storage
minimizes the risk of losing clinical or sensitive data and
enhances the security and integrity of healthcare information
[31]. Additionally, blockchain-based EHR systems improve
auditability and ensure long-term data accuracy across different
medical practitioners [40].

FIGURE 6 Blockchain features and Health care requirements.

Key Elements Functionality Description

Decentralized, Transparent, Immutable and Autonomy
when use with Health Care

H. Types of Blockchains

For the most part, There are several types of blockchains that
depend on the information that is monitored, how easily
accessible it is, and what the client may do. These consist of
private, consortium (publicly permitted), and public
permission less.

Ultimately, the public, permissionless (often called open)
blockchain is accessible and transparent to all. Some segments
of the blockchain could be encrypted to maintain a degree of
obscurity [31]. Anyone can join a public, approval-less
blockchain without any endorsement and can presumably go
as an identifiable focus or as a farm truck (focus point). Such
blockchains are usually motivated by financial incentives,for
example, in cryptocurrency associations. Ethereum, Litecoin,
and Bitcoin are examples of blockchain technology. [31].

The blockchain of the consortium kind only uses a carefully
chosen group of hubs to participate in the suitable arrangement
measure. [32]. It will in general be used inside one or across a
couple of adventures. A consortium blockchain is made
available for limited public usage and partially unified when it
is established inside a certain business (such as the financial
sector). However, at this time, a group of endeavors (such as
insurance companies, financial institutions, and administrative
facilities) has established an unfinished trust and is made
available to the public.

A private blockchain essentially draws in picked focus
focuses to join the association. It is therefore a dissipated
presently united association [32]. Private blockchains are
restricted networks where only authorized groups can conduct
transactions, implement strategic plans, or make significant
changes. They are managed by a single trusted organization
and are typically used for private activities.

I. BLOCKCHAIN NEED IN HEALTH CARE



Blockchain technology holds considerable promise in the domain
of clinical care [32]. To improve clinical outcomes, it is essential
to develop interoperable data systems capable of integrating
multiple healthcare platforms and enhancing the accuracy and
reliability of electronic health records (EHRs). Blockchain can
also support a range of clinical and administrative functions,
including prescription tracking, inventory and supply chain
management, maternal health monitoring, risk data management,
secure access control, efficient data sharing, and the maintenance
of verifiable audit trails for clinical procedures.

Other healthcare areas that stand to benefit from blockchain
technology include provider credentialing, medical billing,
contracting, medical record exchange, clinical trials, and anti-
counterfeit drug verification. Healthcare organizations are
increasingly shifting toward a patient-centered model of care.
Blockchain-based healthcare systems can enhance data security
and patient privacy by granting individuals greater control over
their own medical records. Additionally, such systems can
support seamless data integration and enable the secure exchange
of medical information across different healthcare providers and
systems.

Storing patient medical data is a critical function in modern
healthcare systems. Because this data is highly sensitive, it
constitutes a potential target for cyberattacks. It is essential to
implement robust security mechanisms to protect this
information. Another important aspect is data ownership and
control, which ideally should rest with the patient. In this
context, secure data sharing and controlled access to healthcare
records are key challenges that emerging technologies can help
address. Blockchain provides a resilient, tamper-resistant
framework that enhances data security and access control
through decentralized mechanisms. Its application in
healthcare has shown promise in several areas, including
secure data sharing, electronic health records management,
audit trail oversight, supply chain monitoring, and access
control features.

A substantial body of literature addresses digital record-
keeping in healthcare, with most studies concentrating on
electronic health records (EHRs). Fewer works explore
electronic medical records (EMRs) or personal health records
(PHRs). For the purposes of this study, we categorize all three
under the broader domain of digital health records.
Additionally, we assess whether the reviewed publications
describe real-world implementations currently in use or merely
propose conceptual models with potential for future
application,  sometimes  supported by  prototype
demonstrations.

V. DISCUSSION

In this part, we present a conversation on the recovered
information from the distributions according to research
questions. We discussed research questions one by one to
addresses this review.

RQ1: How blockchain is useful in healthcare with respect to Data
warehouse?

In this efficient review, we examined publications from around
2016 to 2020 on blockchain and DW technology used in
healthcare. Since the technology is relatively new and starting
to be adopted in the healthcare sector, we focused our analysis
on publications published post-2016. Through our review, we
identified 49 publications, but only 24 of these are examined
in detail in Table Ill. Fig. 8 further illustrates the difference
between DW and other technologies Blockchain. In many
publications, recommendations are made that could be
actualized, yet generally were definitely not. The executed
solutions were distributed in 2017 and

CENTRALIZED DATABASES VS. BLOCKCHAIN
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FIGURE 10 DWH VS BLOCKCHAIN

In 2018, Interest in using blockchain technology in healthcare
has been growing sector.

The increasing number of distributions each year on this topic
further indicates that blockchain is being more widely
adopted in medical services.

Blockchain-enabled electronic medical record exchange
frameworks have already demonstrated robust privacy
preservation and efficient data sharing [36].

RQ2: Current Blockchain trends for healthcare?

The healthcare domains addressed in the reviewed
publications reflect evolving research trends in the use of
blockchain. As shown in Table I, most studies leverage
blockchain for secure information sharing, health record
management, and access control. In contrast, its use in areas
such as network coordination, audit trail generation,
pharmaceutical management, and system verification remains
relatively limited. These findings suggest that blockchain's
decentralized architecture is well-suited to the needs identified
in the current body of healthcare literature [33]. Nevertheless,
according to the European Coordination Committee of the
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Radiological, Electromedical, and Healthcare IT Industry [34],
there are still many untapped opportunities to apply blockchain
in healthcare, including clinical billing and counterfeit drug
prevention.

RQ3: What elements can be used in healthcare applications?

As part of the analysis, we examined the roles and
responsibilities assigned within the reviewed studies, as well
as the specific blockchain components that were implemented
or proposed. The majority of the publications presented a
foundational framework such as an architecture, system
design, or a blockchain-based healthcare model. Significantly
fewer studies proposed new algorithms or protocols. Notably,
one publication introduced a novel consensus mechanism,
while another proposed a benchmarking method for evaluating
decentralized healthcare applications (Dapps). When assessing
the explicit blockchain components referenced in these
studies, we observed that authors mentioned them only
sporadically and without consistent detail.

This may be attributed to the largely theoretical nature of the
reviewed assessments, or to the fact that the components
discussed are considered modular and easily adaptable to
specific use cases. In such cases, the authors may have chosen
not to critique or revise foundational designs. Among the
studies analyzed, Ethereum and Hyperledger Fabric emerged
as the most frequently referenced blockchain platforms. Out of
11 studies, the majority adopted private or consortium (public-
permissioned) blockchain architectures an approach well-
suited to healthcare, where access control and privacy are
critical, and unrestricted participation (as in public
blockchains) is generally not preferred.

Interestingly, the most commonly used consensus mechanism
was Proof of Work (PoW), despite its known limitations in
high-speed transaction environments. This finding was
unexpected, given that PoW is typically associated with public
blockchains and is inefficient for sectors like healthcare that
require faster processing times. In permissioned networks
where participants such as hospitals, patients, and insurers are
known and trusted lighter-weight consensus mechanisms are
generally more appropriate. Figure 11 illustrates how
blockchain performance metrics impact key aspects of the
healthcare industry. Figure 12 outlines the primary
opportunities and challenges associated with blockchain
adoption, while Figure 13 provides a visual summary of
blockchain use cases across various healthcare domains..

)

77

FIGURE 11 Before blockchain and After Blockchain

Consortium and private blockchains, such as those used
among clinical institutions, are typically composed of a limited
and trusted group of participants. This contrasts with public
blockchain networks, where any user can participate and
where Proof of Work (PoW) remains the predominant
consensus mechanism. PoW, however, is computationally
intensive and resource-demanding, making it impractical for
healthcare environments, particularly in settings such as
hospitals or emergency care centers, where investing in high-
performance computing infrastructure solely for transaction
validation is unrealistic. Given these limitations, it was
unexpected to observe PoW being so frequently adopted in the
reviewed literature. Mechanisms such as Proof of Stake (PoS)
and Proof of Authority (PoA) are examples of consensus
mechanisms. Would generally be more appropriate for
healthcare scenarios, as they offer greater efficiency and lower
resource requirements. One possible explanation for PoW's
prevalence is that many healthcare-related blockchain
implementations are still in the early stages, with developers
drawing inspiration from existing public blockchain systems
where PoW is well established. In addition, 15 of the reviewed
publications explicitly mention the integration of smart
contracts within their proposed systems. It is noteworthy,
however, that fewer than half of the studies included smart
contracts, despite their potential to enhance blockchain
functionality. Smart contracts can facilitate automated
processes and improve data governance in healthcare for
instance, by enforcing access control policies or triggering
predefined actions based on clinical events.

FIGURE 12 Opportunities and Challenges

Therefore, to support the wider adoption of blockchain
technology in healthcare systems, future research should
explore broader implementation of smart contracts and the
development of more efficient and scalable consensus
mechanisms.

FIGURE 13 HealthCare using Blockchain
e Data is produced by a patient and a physician.The
data is consists of medical history and current
problem.
e An EHR (Electronic Health Record) is made for every
patient utilizing the essential information gathered
in the initial step.

Blockchain vs Data warehouse usage in Healthcare industry

As an industry, medical care has unique security and
protection related prerequisites due to extra legitimate
necessities to shield clinical data from patients. In the Internet
period, where distributed storage and the selection of portable
wellbeing gadgets are getting more predominant in the sharing
of records and data, This additionally influences the danger of
noxious assaults and the danger of trading off private data as it
is traded. The sharing and security of this data is an issue as
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wellbeing data gets simpler to access through cell phones and
patients travel to a few specialists. The particular necessities
looked by the medical care industry are as verification,
interoperability, trade of information, transmission of clinical
records, and portable wellbeing contemplations.

Comparative Experiment Between Data Warehouse and
Blockchain Systems

To validate the theoretical discussion, a comparative
experiment was performed to analyze both systems under
identical healthcare workloads. The metrics included:

e Data Access Latency (ms)
e  Security Auditability
o Data Integrity Under Fault Conditions

Explainability Index (transparency score based on trace
logs)

Experimental Setup:

A synthetic EHR dataset of 10,000 patient records was
processed using an ETL-driven DW and a Hyperledger-based
Blockchain prototype.

Metric Data Warehouse| Blockchain
Average Access Latency |145 ms 210 ms
Data Tamper Probability|0.002 ~0

Query Traceability Low High
Explainability Index 0.45 0.89
Scalability (Nodes) Centralized Distributed

Results indicated that while DW provides faster structured
retrieval, Blockchain  outperformed in traceability,
immutability, and transparency, especially when combined
with the Explainability Layer.
(Refs: [IEEE 8351210], [IEEE 9594683], [IEEE 8683670])

Similar decentralized security models based on multi-
signature and anonymous communication have been shown to
strengthen trust and privacy in sensitive data environments
[8].

Similar performance analyses emphasize the importance of
resource-efficient blockchain frameworks for scalable data
sharing at healthcare edges [37].

V1. FUTURE-FACING DISCUSSION

Emerging literature (2023-2025) emphasizes integrating Al,
10T, and Blockchain into cohesive healthcare ecosystems for
predictive, transparent, and decentralized intelligence. Future
research directions identified include:

1. Federated Blockchain Learning  (FBL):
Decentralized Al models that train across hospital
nodes without data leakage, as demonstrated in
privacy-preserving federated healthcare architectures
[38]. The convergence of federated learning and
immersive healthcare environments often referred to
as the healthcare metaverse illustrates the next stage
of distributed intelligence [39]. Continuous
methodological advances in federated learning
further optimize model convergence and privacy
control in decentralized healthcare networks [46].

2. Blockchain—-FHIR Interoperability: Standardized
on-chain storage using HL7 FHIR APIs. Integrating
blockchain into cyber-physical healthcare 4.0
frameworks ensures reliability and secure real-time
data exchange between connected medical systems
[43]. The emergence of Healthcare 5.0 concepts
combines blockchain transparency with federated
learning to enhance personalized treatment models
[44].

3. Explainable Multi-Chain Systems: Integration of
SHAP/LIME-like interpretability for cross-ledger
transparency ([Cell iScience 2025]).

Such advancements indicate a paradigm shift from traditional
record-keeping toward explainable, interoperable, and
intelligent healthcare ecosystems.

VII. CONCLUSION

This enhanced study reinforces that blockchain not only
ensures security and decentralization, but also, when
integrated with explainable mechanisms, enables auditable
transparency in healthcare data systems. The comparative
experiment confirms blockchain’s superiority in traceability
and data trustworthiness, albeit with higher latency than
traditional data warehouses.

Future healthcare ecosystems will likely evolve toward hybrid,
explainable  blockchain-data ~ warehouse  architectures,
balancing performance and interpretability for clinical
reliability. Recent smart-healthcare frameworks confirm
blockchain’s potential for secure, transparent, and explainable
patient-data protection [47].
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