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Big Data Analytics in Smart Power Systems ...

ABSTRACT: In the present era,
there are various evolutions of
technology which bringing to our
modernize life. In recent years,
technology has brought us many
advancements. One of them is
integrating big data with smart
grid/smart power. In this study, a
scientific approach used to help
the power system is studied.
Additionally, with the help of
previously published literature,
different survey papers are
reviewed to investigate the key
challenges of integrating Big
Data Analytics (BDA) with smart
grid. Subsequently, BDA
characteristics are also studied.
Next, data analysis techniques
and BDA applications in the
domain of smart grids are
studied. It is followed by a
section discussing techniques
such as Hadoop and Spark. Their
framework is also  briefly
examined in order to know about
their working. The last section
provides a conclusion and future
directions.

INDEX TERMS: Advanced
Metering Infrastructure (AMI),
applications of big data, big data
analytics (BDA), data
architectures, data mining, data
privacy, data security, data
uncertainty, data volume, Hadoop,
Spark, Smart grid, smart power
system

I.INTRODUCTION

Technological advancement
encourages the use of devices
such as sensors, advanced
metering infrastructures (AMI),
mobile phones, and other digital
equipment to produce a large
amount of data. At present, data
collected from different sources
is more than several Giga bytes
[1][6]. Big data analytical tools
and its applications have huge
potential in present day and age,
since more and more areas are
realizing the need and application
of big data.

Present Software and equipment
used in the current era are
producing large amount of data.
For this reason, researchers are
working in parallel to design new
big data analytical tools and
techniques so they are able to
process it efficiently big. It is
anticipated  that big data
applications have potential to be
used in smart power system [2].
One such example is the use of
smart grid and smart power
system analytics through big data
analytics tools. Presently, modern
power grids are incorporated with
great innovative equipment and
are being used with different
equipment, such as for
measurement, information,
communication and control [2].
Furthermore, advance metering
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infrastructure (AMI) technique is
also a great revolution in the field
of power systems since it is
enabling the analysts to observe
the trends and consumption in
different industries. In addition
[2] also discussed phasor
measurement units and smart
meters that are part of AMI
technology. Thus, there are a
wide applications of power
system that need incorporation of
big data analytics to analyse a
large amount of data being
generated through smart meters
and smart sensor devices. Figure
1 shows how large amount of
data sets are connected big with
the power systems.

Fig.1. Classification and
Examples of Big data types in
Power Systems

Fig. 1 Data Sources of the Grids

Fig.2. Data Sources of Grids
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Smart grid technology is an

advanced feedback-based
technology that includes two-way
power system including

information and communication
technology (ICT). Conventional
power grids involve  uni-
directional power transfer and is
not a feedback-based system. For
this reason, authorities are not
aware of how much power is
being transferred. Thus, this
study focused on examined smart
power system, which is based on
smart communication-based tools
such as sensors, to investigate the
role of big data and power
systems.

In the present study, in this
paper, we will analysed role,
challenges, and analysis of big
data in power systems as well as
smart grid analytics. Furthermore,
the architecture, tools and
techniques that are employed in
analysis of data collected from
smart power systems will also be
analysed. In addition, our paper
will review the barriers standing
in the way of adopting big data in
smart power system applications.
Energy security and
environmental sustainability are
global concerns with immense
societal  impact.  Significant
energy assets go toward
electricity generation, and the
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power sector is expected to grow
worldwide [9].

This research provides a survey
of big data analytics applications
and associated implementation
issues. The emphasis is placed on
applications that are novel and
have demonstrated value to the
industry, as illustrated using field
data and practical applications.
The paper reflects on the lessons
learned from initial
implementations, as well as ideas
that are yet to be explored [10].
This paper conducts a
comprehensive study on the
application of big data and
machine learning in the electrical
power grid introduced through
the emergence of the next-
generation power system the
smart grid (SG) [11].

II. BIG DATA ANALYTICS: A
NEW THINKING

Big data analytics is a vast

domain, covering both broad
application of electrical power
systems and information
technology.

Fig.3. Key Stages of big Data
Analytics

It also provides diversified tools
and different platforms in order to
store, manage and speed process
the big data. big Related models
are leveraged with the help of
different methodologies involved

in the big data analytics.
Required computational and
statistical claims have been

always seen as a challenge in the
power system, but computational
tools and techniques of big data
has aided the power system
analysts to analyse big data and
compute the results to get some
useful results [4].

[1] also reported that benchmarks
adopted by big data analytics and
its solutions are not equal to
overall issues. big data solutions
vary with the problem to
problem. There are various issues
that cannot be addressed or
solved with the help of tools and
techniques used in the big data
analytics. However, with recent
improvements, power system
challenges may be resolved by at
least taking a lead from data
analytics performed in big data
analytics. [1] also reported that
BDA has added new diversified
dimensions to the solutions of
power systems. Hence, big data
analytics using multi-purpose
tools has helped open a door of
new science to the power system
domain.
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[5] Stated that big data introduced
new science to aid the end users
to address their problems. They
have taken hold on the power
system domain very aggressively.
They also reported about the use
of technology and how big data
has been handled efficiently with
the help of new tools and
techniques developed in the new
era of science. This justifies the
argument mentioned by [1] that
big data has introduced new
doors to share knowledge. It also
addressed the issues raised in the
vast domain of power system.
Following figure illustrates the
above-mentioned arguments and
justifications.

Traditional Data Analytics Big Data Analytics

System that Produce Specific Results

Platforms that Suppart Applications

Bring Data for An

Limited Intra-Discipline Access

Centralized Computing

)9 Load Extract 99
D E8:E2 | €8>0 E
Long-term Inflexile Structure

Wove Analysis Closer to Data

Wide Inter-Discipline Access
Distributed Computing

Fig.4. Conceptual Comparison
between Traditional Data
Analysis and BDA

In addition,

techniques

literature
reported big data
offers

also
tools and
diversified

solutions including descriptive,
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diagnostic, corrective,
prescriptive,  predictive  and
distributive analytics [1]. Hence,
there are lot more benefits of
integrating big data tools and
solutions with the concerns and
issues of power systems.

The next section provides detail
on the key challenges that have
been addressed with the help of
big data.

III. KEY CHALLENGES FOR BIG
DATA ANALYSIS IN SMART
POWER SYSTEM

Big data analytical tools have
many benefits when used for
power systems. However, this
study investigates key challenges
that power system domain offers
to the big data analytics.

i. Data Volume: Volume of the
data in the power system domain
is referred to as the amount of
data being generated by the
utilities all around the country
[2]. This data appears to be
expanding at an exponential rate
every day. As technology
becomes more intertwined with
traditional =~ methods,  power
system tools, more and more
digital data is being produced. It
is observed that data is increased
to hundreds of TB [2].
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Fig.5. Brief History of Big Data
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Fig.6. Attribute of BD and some
Data Source in Context of Power
System

Firancial and Market

Data management is now not
only confined to the generation
end, but also with the customer
end, as an outcome of this large-
scale data. To analyse the data in
which they can see the power
flow from the generation end to
the customer end. Furthermore,
theft control is a lost of power
system wherein authorities are
interested in monitoring the
power that is being consumed in
the form of losses and/or theft in
our daily lives. Hence, on such a
large scale, that is, country wide
data management and data
analysis, is an issue for the

authorities, hence they have a
keen interest to integrate new
technological tools to handle
large data volume.

In this regard, new architecture is
being implemented and under the
discussion in the literature.
Researchers are developing a
distribution management strategy,
beginning with a distributed and
scalable architecture that analyses
measurable data in order to
efficiently control the distribution
end power system [2].
Assessment of data, in addition to
computational analysis of the
huge volume of data, is also a key
issue [1]. Scientists are working
on the data sets and
dimensionally decreasing them so
that the data may be analysed in
smaller sections. This would aid
the data engineers in analysing
the data in an efficient way in
order to generate positive results.
Also to produce some fruitful
suggestions [7].

ii. Data Un-certainty: Data un-
certainty deals with the data
accuracy and consistency as well
as data completeness. The
majority of the data in real-time
data is not unique and contains
null values, or data sets are
manipulated. This can cause the
data un-certainty issues.
Moreover, smart meters that are
being installed on the consumer
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end to get data in the control
centre or in the monitoring room
sometimes produce mixed data
that need data cleaning. However,
due to technical in-competencies,
our engineers are not able to get
useful results due to which this
data becomes wastage [2]. Some
of the most frequent reason of
conflicting data are inaccurate

Sensors, communication
latencies/delays, physically
damaged equipment,
unsynchronized  time  data,
missing data and  noises.
Furthermore, any  malicious

attack on the data generating
equipment can also results in
producing uncertain data [2]. [8]
also stated that data analysts often
face issue of lackness of tractable
algebraic equations. This issue
makes the relation of simulations
and optimizations weaker due to
uncertainty  links  with  the
simulations of uncertain data.
Hence, the desired results are not
fetched.

[2] Provide the solutions of the
above mentioned problem and
reported their findings that by
stating that big data uncertainty
can be reduced with the help of
stochastic processes. This process
must be applied within certain
limit. Uncertain data should be
modelled in a way that within
limit stochastic processes

Dr Hasan Murad School of Management

deployed  will handle the
uncertain data and undesired
results. Stochastic process is
collection of variables that are
random in nature. It is defined
with the help of formula as:
X={Xt:teT}. This process or
phenomena is applied on
common probability space in
which values are taken in a set
that is common. It can be taken as
both 1i.e., discrete or continuous
respectively ("Stochastic
Processes - an overview |
ScienceDirect Topics", 2021). As
a result, data uncertainty is a
substantial problem in data
analysis that must be addressed
with prudence as well as using
techniques discussed in the
literature.

iii. Data Security and Data

Privacy: This is the most
common issue faced by data
engineers not only in the

applications of power system but
also in the overall applications of
IT industry. This is a pertinent
factor, and security agencies are
working hard to ensure data
security and privacy. To protect
valuable and significant data, a
variety of data security methods
are employed. FireHost,
StorageGrid Webscale, Keyless
SSL, and others are among them.
Data security engineers, on the
other hand, employ a variety of
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other data security solutions to
safeguard cloud data as well as
data stored on data centre hard
drives.

Smart grid related data is often
private to customers and cannot
show to their customers.
However, due to cyber-attacks, it
is always a fear that attackers can
change or destroy the data. This
data includes financial
transactions, commercial secrets
etc. [2] studied the solutions to
the data privacy to report that
data aggregation is the most
important tool to secure data. In
addition, they also quoted that

this aggregation can be of

different  types such  as

differential and  distributed

aggregation.

Challenges Possible impact Potential solution
data volume need of increased dimensionality reductic
storage and parallel computing, ed(

computing resources computing, cloud
computing, pay-per us

[47-49]

data quality lack of complete probabilistic and stocha

information, analysis [50, 51], dat:
misleading decision cleaning (e g dealing w
missing values, smaoth
noises, outliers, and
inconsistent data) [52
data anonymisation (e
data aggregation [53-5
data encryption [56-5¢
and P2DA [59])

vulnerable to
malicious attack
compromise
consumer privacy and
integrity, mislead
aperational decision
and financial
transactions

data security

Fig.7. Summary of key
challenges to apply big data to
smart grid

IV.BIG DATA
CHARACTERISITICS IN
SMART GRID

Big data in smart grid can be
categorized with the help of Vs of
data. Smart grid data can be
categorized as volume, velocity,
and variety. In addition to these
Vs, there are some other Vs such
as 4Vs, 5Vs, 6Vs, 7Vs and 8Vs.

Talking about the Vz of data
being produced by smart grids,
these are the following:

a. Volume: Volume of data
as talked in the paper earlier is
amount of data generated. This
data is in bulk and getting bulky
day by day. Data processing, data
storage, and/or data backups are
all issues with this data feature.
This can be done with the help of
latest tools such as Hadoop etc.
where data is stored in the
multiple locations [6] .

b. Velocity: It is referred to
as the speed of the data. Within
this context, we may state that
smart grids in power system are
continuously generating a vast
amount of data with no
significant time. This information
is extremely difficult to keep
track of over time. Also, along
with storing, data backups are
important. According to prior
literature, sampling rate of 4 time
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per hour, 35.04 billion records
were fetched which is equivalent
to the 2920 TB of the data [6].

C. Variety: In the past when
traditional systems were deployed
in the power system, data types
were not much but with the
advancement in the technology,
data types and variety are
increasing and there are different
types of data being fetched from
the number of devices such as
sensors and advanced meters.
These sensors and meters are
producing multi type of data such
as image data, video-based data,
graphical data etc. It is also seen
in the real life that most of the
sensors are producing graphical
data which is interpret by the data
engineers in the data centres. This
data is then interpreted as per
requirements and then necessary
actions are performed based on
the information received [6].

d. Veracity: It is about the
correct data received from the
devices. Sometimes the data
received from data sources such
as sensors is invalid or imprecise
data that cannot be computed.
Such data has null values or not
reliable values that can be
processed. So, such data before
processing is cleaned through
data exploratory techniques and
then useful data is processed or

Dr Hasan Murad School of Management

otherwise such data is neglected
and not reliable. However, errors
in the devices exist which can be
eradicated with the help of
engineering standards [6].

e. Value: This is about the
value of the data or the useful
information that is fetched from
the data sources. Utilities are
getting large amount of data at
their data centres but somehow in
our country it is seen that utility
engineers have not much
knowledge to produce useful
results from such data. So
extracting valuable results from
the received data is the part of big
data characteristics in smart
grid/power system [6].

V. BIG DATA ARCHITECTURES

In this section of study, we
will understand about the
integration of big data with the
existing control of power system,
smart grid/smart power
architectural control, big data
environment and how smart grid
integrated big data solutions are
different from the traditional
computational environments.

It is seen that there are no
standard architectures in the big
data  [2]. The  following
subsections explain large data
architectures. big

IQ insight Architecture:
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It works on the basis of
foundations of PREDIX data
analytics platform [2]. It is a
cloud-based architecture
horizontal in nature. It has four
different layers. Below is the
image showing detailed four
different layers.

Visualization UVUX

— Applications
Advanced
Meter Insight  Insight  Insight

Custom Applications
Using Grid 1Q Insight's
SDK/APIs

Reliability Renewable Consumer
Insight Insight

[~ Predix Platform
Predix Grid — Utility Specific Data Layer

"lehbﬂllﬂ Custom Appls ~ Geo Map | Analytics Data Model for Utility Systems

r Predix Core — Data API Layer

L Utility Assets/External Data +

Fig.8. PREDIX Platform for Big
Data Analytics

In this platform, the layer in the
bottom 1is physical layer. This
physical layer consists of
operational systems, utility assets
and some external data from the
various data sources.
Furthermore, layer 2 is specific
for utility data and it is based on
the cloud-based API. In addition,
third layer involves applications
specific to grid and lastly fourth
layer includes integration with
operations and the visualizations.

Other than this, there are various
architectures of big data that are
working in the smart grid/smart
power applications. Some of
them are: Booz Allen Hamilton

architecture, IBM big data
architecture, SAP big data
architecture etc.

Following figures of the above-
mentioned big data architectures.

Fig.9. IBM-based Lockheed
Martin Big Data Analytics
Architecture for Smart Grid

Applications
SOURCES Analytic Predictive  Web  Mobile
— APPLICATIONS
Sensor
Aceelerated | Accelerated

Analytics
SAP HANA

Analytics

Low Cost
Seale-Out
Storage

Data Processing
Transformation
Rationalization

Deep Analytics
&

@
Data Ingestion & Provisioning

Exploration

HADOOP DATA LAKE

Fig.10. SAP Reference
Architecture for Big Data
Processing

VI. ANALYSIS TECHNIQUES AND
SOLUTION APPROACHES

With the advancements, there are
number of big data analysis
techniques. These techniques and
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tools are wused to
necessary data analysis.
a- Hadoop:

It is an open-source framework
which is used to process large
amount of data. This tool is useful
for data storing and processing
techniques. It used MapReduce
technique to process the large data
sets. Its storage part is known has
as HDFS (Hadoop Distributed
File System). It works on the basis
of distribution of large files into
small blocks and divides them to
different nodes to process. This
tool has many benefits as it
provides high availability as well
as high tolerance against various
failures of the hardware [2]. There
are number of tools that are based
on the Hadoop framework but
utilities are mostly using OSI-Soft
which is based on the Hadoop.
OSI-Soft is being used in the data
analytics departments in the
utilities to analyze the data in the
real time in the smart grid/smart
power applications.

b- Spark:

It is an open-source big data
processing engine. It is reliable
and fast. It is an in-memory
engine which is designed to make
sure that disks do not suffer I/O
limitations. It allows the data to
stay in the cache and hence has
benefit over Hadoop, that is, disk
over head limitation. It is designed

perform

Dr Hasan Murad School of Management

for large scale data processing. It
is 100 times faster than Hadoop
MapReduce. Also, it is 10 times
faster when the data on the disk
resides [2].

In addition, there are various data
analytical tools that are illustrated
in the below table. In detail
description is shown in the tabular
form as shown in figure 11

Pafrn~ Dalasedling  Seaablty  Fauttoeramce [0 perfomvanee Appicaton

Hadop horzeniz! 185 5 Iied baich pracessng [136-140]
Spark horzanl I 18 modsrale bateh and o141
Som horzaniel 183 188 modsrale ea-time prazessing [141]

ol horzeniz! 185 5 qood ntorzctve anailes [142)

HPC verficel mited 5 ey good bateh, sream, and nigrective 121, 122)

Fig.11. Summary of Big Data
Analytical Tools

Category Algorithm description

Supervised Lleaming  Decision tree

and branches represent

A non-parametric method with a treeike method whose

eaves e}

Naive Bayes

ethod based on Bayes theorem with
Findependence between every pair

of features

An algorithm to find 2 separating hyperlane between
the two class mapping the labelled daato a
high-dimensional feature space

Support vector
mact sifie

K Nearest Neighbor hod based on the minimum

new items and the labelled items

A nan-param
dissimiarity be
in different d

Random Forest An agorithm consisting of a collection of simple tree
predicrors independently for the estimation of the final
oute

Unsupervised Leaming K-means An envised leaming method with a given number
of ¢ the data based on the average value
of data in each group as the centroid

K-medoids An unsupenvised leaming method similar to k-means by

Corelation

assigning the
data point in:

ntroid of each group with an existing
of the average value

Higrarchical Clustering

An alternative approach which aims to build a hierarchy
of clusters in a dendrogram without a given number
of dlusters

DBSCAN

sed clustering algorithm to identify clusters

shape in distribution

Expectation-Maximization An
estimate

way 1o approximate the maimum fikelihood
for model parameters

£p-Growth Algorithm  An efficient method for mining the complete set of

fre pattems with a special ture named
fre pattem tree with all the ciation infomation
re:

Apriori Algorichm A

association rules among frequent items
Dimensionalty Principal Component A transformation of data with a rew
reduction Analysis tem with the greatest variance projected to

Seff-organizing Map A type of artifical neural network for a low-dimersional

representation of the trairing data space

Random Matix An algorithm which reveal potential regulations with
high order matrices for massive data by eigenvalue

analysis

Fig.1.2 Data Analytics Algorithms
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APPLICATIONS OF BIG DATA
ANALYTICS IN POWER
SYSTEMS

Despite developments, there are
still just a few big data
applications in the smart grid
industry. Advanced sensors and
smart metres are smart grid
applications that generate large
amounts of data for analysis.
Besides this, RTUs and SCADA
installed on the smart grids are
producing bulk amount of data
that is being monitored in the
data control centres [6].

Furthermore, enhanced demand
response is also an application of
the big data in smart grid. It
enables utilities to identify
consumption trends and, as a
result of this observation, to
distribute power appropriately. In
real life example, with the help of
careful monitoring, utility people
are able to identify the peak load
and off-peak load demand in
various areas and on the basis of
observations made, it is easy for
them to distribute energy and
install assets as per requirements
to meet the demand response [1].
In addition, [1] also discussed the
disaggregation and load
forecasting, which is further sub-
application. With the help of
disaggregation and load
forecasting, utilities can manage
power load across the entire

country which is very much
helpful for the entities to manage
the power system operations. In
addition, forecasting also
includes financial forecasting
which is also economically very
much helpful for the country.
Another very important
application of the BDA in smart
grid/smart power system is
predictive fault detection and
asset management. Generally,
distribution transformers in small
areas burn due to overloading or
some other technical issues. BDA
application in the reliability
management helps the entities to
protect the equipment by proper
monitoring the load of specific
area and hence install the
equipment as per requirement in
the specific area.
Hence, there are many other
applications that are not yet
aiding the people real-time, but
still people are being encouraged
to conduct research and integrate
the smart grid with the big data
analytical operations in order to
make systems smarter enough to
benefit people.
VIII. CONCLUSION AND FUTURE
DIRECTIONS

It is evident that BDA played a
vital role in the development of
smart grid. It was determined that
we can optimize the power
system reliability by integrating
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BDA with power systems. In
addition, our grid equipment is
managed with the help of BDA.
Furthermore, we are also able to
manage the demand load during
the peak and off-peak times.
Additionally, with the help of
advancements, new tools and
techniques that are more reliable
are continuously being
introduced. For example, Spark
has more benefits than Hadoop.
Thus, in this survey paper, we
reviewed various aspects of the
relation of the association
between smart grid and BDA. It
was  concluded  that  this
integration 1S much more
beneficial and will automate the
power systems more in the
coming era.
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