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Abstract 
The research aimed to assess the relationship between dark trait tetrad and 
online deception in TikTok users. It was hypothesized that there is a 
significant positive relationship between dark tetrad and online deception. 
Furthermore, the dark tetrad may significantly predict online deception in 
TikTok users. Moreover, there is a gender difference in dark tetrad and 
online deception in TikTok users. Correlational research design and 
Purposive sampling technique were used to collect data. The sample 
comprised N = 100 TikTok users constituting both Men (n = 50) and 
Women (n = 50). Dark Tetrad Traits Scale, Measuring of Online Deception 
and Intimacy Scale (MODI) was used to assess the targeted study variables 
in TikTok users. The results revealed that there is a significant positive 
relationship between Dark Tetrad and Online Deception among TikTok 
users. The narcissism and sadism subscale of Dark Tetrad came out to be 
positive predictors of Online Deception in TikTok users. While the result of 
the independent sample t-test indicated non-significant gender differences 
in Dark Trait Tetrad and Online Deception. This study will help provide the 
basis for further empirical research, about the etiological reason for 
antisocial behavior. 

Keywords:  dark tetrad, machiavellianism, narcissism, online deception, 
psychopathy, sadism 

Introduction  
The level of digital media consumption is constantly growing. More than 
3.4 billion individuals, comprising 45% of the world's population, actively 
use social media (Karim et al., 2020). Figures publish by Byte Dance’s 
advertisement resources indicate that TikTok had 1 billion global monthly 
active users placing the 6th most active social media platform. 18.26 million 
users aged 18 and above are from Pakistan (Kemp, 2022). The prevalence 
of online social networks has given rise to the emergence of social media 
influencers (SMIs), so-called Internet celebrities. Social media influencers 
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are online celebrities who exhibit their personal lives to their followers via 
social media. Social media influencers represent a new type of independent 
third-party endorser who shapes audience attitudes through blogs, tweets, 
and the use of other social media (Mejia et al., 2020). Media studies have 
analyzed that there is a huge impact of influencers’ display of the luxurious 
life to which ordinary people can only aspire (Winch et al., 2012). The 
purpose of the present research was to observe the relationship between dark 
personality traits and online deception in TikTok users and what makes this 
specific app user more stand out as compared to the others. The population 
of TikTok users were taken specifically for the research to find the essence 
of darkness in their personality and to which degree they use online 
deception. 

Dark traits were first researched by Paulhus and William (2002). He 
defines how a person can have dark essences in their personality. According 
to them, a person with these traits has behavior tendencies toward self-
promotion, emotional coldness, duplicity, and aggressiveness (Paulhus & 
Williams, 2002). Dark tetrad refers to a collection of four socially offensive 
personality variables such as narcissism, Machiavellianism, psychopathy, 
and sadism. These are known as the “dark” variables of the personality as 
these dark traits in personality have somewhat parallels to personality 
disorders of DSM-V, i.e. include major components of cluster B personality 
(Judge et al., 2009). Paulhus et al. (2021) modified the dark personality triad 
by adding another dark personality factor “Sadism” in the previous 
personality dispositions toward moral and antisocial behavior and thus 
named them dark tetrad traits (Forsyth et al., 2021). 

A narcissistic personality disorder is defined by DSM-V (2013) in terms 
of the personality characteristics of vainglory, attention-seeking and terms 
significant disabilities in identity functioning such as looking too much to 
others for the direction of self-esteem, seeing oneself as uncommon, having 
impaired compassion, and having generally superficial connections 
(Rauthmann & Kolar, 2013). Machiavellians, referred as master 
manipulators, comprises emotional and interpersonal highlights, as well as 
imprudent and introverted behaviors. They vary from narcissists in their 
particularly high scores on tests of manipulativeness, and their inclination 
to be included in white-collar wrongdoing (Paulhus & Williams, 2002).  
Psychopathy is derived from two words psych means “soul/mind” and pathy 
means “suffering/ disease”. People with this dark trait tend to have a lack of 
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empathy, impulsive behavior, aggression, lack of remorse and violent 
(James et al., 2014). Sadism is defined as if a person feels gratification and 
pleasure by inflicting emotional or physical harm, pain, suffering, or 
humiliation on others especially sexual partners (Chester et al., 2018). 

Online deception is defined as a broad set of malicious practices that use 
the Internet as a medium to intentionally give a target an incorrect mental 
representation of the circumstances of social exchange (Rauthmann & 
Kolar, 2013). People with dark traits tend to deceive more on social media 
platforms (Craker & March, 2016). It’s believed to happen more with 
people who develop to have dark traits in their personality and are likely to 
deceive online. This includes deceptive behavior like using fake names, 
photos and biographies which is often used for romantic online relations 
(Toros, 2021). 

In Pakistan, young adults are getting very obsessed with social media 
like TikTok. Figures published in ByteDance’s advertising resources 
indicate that TikTok had 18.26 million users aged 18 and above in Pakistan 
in early 2022 (Kemp, 2022). In order to get fame overnight majority of them 
tend to use harsh, Machiavelli and controversial content to get attention, 
which shows the fragment of darkness in their personality. Thus, the present 
study aimed at finding the relation between these two variables to explore 
the relationship between dark tetrad and online deception among TikTok 
users.  

Previous research indicates that individuals with dark personalities tend 
to manipulate online platforms like Machiavelli’s personality individuals 
tell wrong information about others (Dryden & Anderson, 2019), 
narcissistic personality individuals use online media to spread fake 
accidents, fake possession, or even fake injuries to scandalize themselves 
(Sabir et al., 2020). Sadistic traits people find it exciting to be hurt by harsh 
comments and abusive language to such a degree that they even encourage 
others to commit suicide. Psychopaths are very aggressive on social media 
platforms that they manifest amoral and introverted behavior (Li et al., 
2020). Hence, it is believed that these two variables have a very strong 
relationship. 

There is an evidence that Machiavellianism and psychopathy, in 
particular, are related to the frequency and amplitude of interpersonal 
deception creation (Baughman et al., 2014). Contrarily, narcissism is linked 
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to self-deception and intrapersonal dishonesty (Paulhus & Williams, 2002). 
Risk level, ego depletion, and deception target are three contextual factors 
that have been found to affect the Dark Triad characteristics of dishonest 
conduct (Azizli et al., 2016; Jones & Paulhus, 2017). A study that measured 
the Dark Triad traits, as well as testosterone and cortisol levels before and 
after a deception production task, discovered a physiological response 
pattern: testosterone increased post-test for narcissists and psychopaths and 
cortisol levels decreased for men high in Machiavellianism (Chester et al., 
2018). 

Social media sites like Facebook, Twitter, and Instagram are popular 
routes of communication for individuals all over the world. Even though 
users typically tend to portray a truthful picture of themselves on these 
platforms, Huetter et al. (2020) have urged greater research into certain 
types of impression management and individual variations in this behavior. 
Men are more inclined to lie, according to Dreber and Johannesson (2008), 
although Winch (2012) and Gylfason et al. (2013) did not identify any 
variations in deceptive behavior by gender. Similarly, research also 
demonstrated that men often score higher than women on Dark Triad scales 
(Sabir et al., 2020). 

Hypotheses 
H1: There is a positive relationship between dark tetrad and online 

deception in TikTok users. 
H2: Dark traits tetrad positively predict online deception in TikTok 

users. 
H3: There is a gender difference between dark terdad and online 

deception among TikTok users. 

Method 
Research Design 

The present research implies a correlation research design to find the 
relationship between dark tetrad and online deception in TikTok users. 

Sample  
The study took a total sample of N = 100 (Mage=21.13, SD = 3.09) 

TikTok users. The study included only those TikTok users who have been 
actively making and posting videos on the application for more than six 
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months. The population who were viewing the videos were not included in 
the research.  The sample comprised both men (n= 46) and women (n=54) 
TikTokers. The study used a purposive sampling approach to collect data 
online through Google Forms. The average number of hours spent online 
was M = 5.58 and the average number of hours spent on TikTok was M = 
8.17. The majority had BSc level education and belonged to the nuclear 
family system (66%) as compared to the joint family system. 

Table 1 
Demographic Characteristics of Sample 

Variables f M SD 
Age  21.13 3.09 
Number of hours spend      5.58 4.00 
Online on TikTok app  8.17 5.236 
Gender     

Male 46   
Female 54   

Family system     
Nuclear 34   
Joint 66   

Assessment Measures 
Personal Information Sheet 

It was developed by the researcher and consisted of information 
regarding the participant’s gender, age, education, marital status, number of 
siblings, family system, employment status, birth order, number of hours 
spent online, and number of time spend on the TikTok app. 

Short Dark Tetrad (SD4) 
The short dark tetrad (SD4) scale, developed by Paulhus et al. (2020), 

is the most worldwide scale for measuring personality with dark traits. The 
scale consists of 37 items like “Whatever it takes, you must get the 
important people on your side” and 4 subscales (narcissism, 
Machiavellianism, psychopathy, sadism).  Respondents rate their agreement 
with the statement on a 5-point scale (1 = strongly disagree to 5 = strongly 
agree). High scores, on the scale, indicate having high levels of that 
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personality traits. Cronbach’s alpha coefficient for the present study was 
reported to be good ranging from .62 to .87. 

Measuring Online Deception and Intimacy (MODI) 
MODI (Stanton et al., 2016) is the most worldwide scale for measuring 

deception and intimacy on online platforms. This scale consists of 10 items 
for example “I find a sense of excitement in misrepresenting myself to 
others online”. Respondents rate their agreement with the statement on a 5-
point scale (1= Not at all like me to 5 = Very much like me) with high scores 
on the scale indicate high behavior of deceiving online and low scores on 
the scales indicate low online deception behavior. Cronbach’s alpha 
coefficient for the present research was excellent (α =.82).   

Procedure   
At first, permission was taken from the college principal and the head 

of the department. After the topic was finalized by the reviewer board of the 
college, permission was taken from the original author of the tool used in 
the study. Afterward, as the research requirement, the questionnaire was 
designed on google form to collect data online from participants and they 
were approached based on the research inclusion and exclusion criteria. The 
researchers assured the participants about the confidentiality of the 
knowledge obtained from them. Researchers clearly explained the aim and 
purpose of the study. Consent was taken from the participants, the consent 
form was attached to the questionnaire. The researcher was available online 
to answer the queries of participants about the questionnaires. An average 
time of 15 minutes was taken to fill out the questionnaire for each 
participant. After the whole data collection, data were analyzed using IBM 
SPSS 22. All the data was collected in two months.  

Ethical Consideration 
The study followed all ethical considerations according to the guidelines 

of APA (American psychological association) ethical principles of 
psychologists and code of conduct section 8 (research and publication) 
including taking formal permission from the principal, head of department 
and supervision. Full consent was taken from the participant. Participants’ 
data were kept confidential. Participants filled in the form voluntarily.  
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Results 
It was hypothesized that there is a positive relationship between the dark 
traits tetrad and online deception in TikTok users. Pearson product 
movement correlation was used to find the relationship between the study 
variables.  

Table 2  
Correlation among Dark Trait and Online Deception Variables (N=100) 

Variables 1 2 3 4 5 6 M SD 
1. Age - .36** .15 .24* .19 .32** 21.13 3.09 
2.Machiavellianism  - .51** .54** .45** .45** 25.90 4.74 
3.Narcissism   - .62** .54** .52** 24.78 5.45 
4.Psychopathy    - .75** .69** 21.76 6.41 
5.Sadism     - .77** 21.39 7.38 
6.Online deception      - 28.82 8.59 
Note. **p<.01. *p<.05. 

The result has been shown in Table 2. The result shows that dark tetrad 
is positively correlated with online deception. Machiavellianism subscale 
of dark tetrad positively correlates with online deception.  The narcissistic 
subscale also shows a positive correlation with online deception. The 
psychopathy subscale of dark tetrad shows a significantly positive 
correlation with online deception. Moreover, the sadism subscale of the 
dark tetrad is also significantly positively correlated with online deception. 

Table 3 
Dark Tetrad Predicting Online Deception in TikTokers 

Variable  B SE t p 95% CI 
Constant  3.74 3.18 1.17 .24 [-2.59-10.07] 
Machiavellianism  .00 .14 .01 .98 [-.28,.28] 
Narcissism  .43 .15 2.91 .00 [.14,.73] 
Psychopathy  -.01 .14 -.07 .93 [-.29,.26] 
Sadism  .75 .12 6.02 .00 [.50,.99] 

Table 3 shows that the narcissism and sadism positively predicted online 
deception in TikTok users. The model explained a variance of 64% and F = 
(4,95) 42.78, p < .001.  
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Figure 1 
Emerged Regression Model Showing Dark Tetrad Traits as A Significant 
Predictor of Online Deception 
 
 
 
 
 
 
 
 
 

 
Table 4 
Gender Difference between Dark Tetrad and Online Deception in TikTok 
Users  

Variables 
Men        

(n= 46) 
Women    
(n= 54) t p 95 % CI Cohen’s d 

M SD M SD 

Dark tetrad          

Machiavellianism 26.10 5.20 25.72 4.35 .40 .68 -1.51 2.28 0.07 

Narcissism 24.95 6.09 24.62 4.90 .29 .76 -1.85 2.50 0.05 

Psychopathy 22.76 7.23 20.90 5.55 1.4 .15 -.68 4.39 0.28 

Sadism 21.60 8.41 21.20 6.47 .27 .78 -2.55 3.36 0.05 

Online deception 29.26 9.35 28.44 7.97 .47 .63 -2.62 4.25 0.094 

It was hypothesized that there is a significant gender difference among 
study variables independent sample t-test was used to measure gender 
difference in TikTok users’ results has been shown in table 4. Results found 
non-significant gender differences among study variables. 
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Discussion 
The present study was conducted to find out the relationship between Dark 
tetrad (i.e., Machiavellianism, narcissism, psychopathy, and sadism) and 
online deception in TikTok users. This study was designed to investigate 
the relationship between dark tetrad and online deception in TikTok users 
the total no. of adults 100 were taken of which 50 were men and 50 were 
women.  

It was hypothesized that there is likely to be a positive relationship 
between dark traits tetrad and online deception in TikTok users. The first 
hypothesis was accepted as dark tetrad and its subscale (Machiavellianism, 
narcissism, psychopathy, and sadism) were positively correlated with online 
deception. This showed that individual who uses more TikTok are likely to 
have dark personalities and tend to deceive more. 

The results of the study are supported by the previous findings showing 
that the Dark Tetrad characteristics are related to Cyberbullying and 
cyberstalking (Kircaburun et al., 2018). Wissing and Reinhard (2019) also 
found a positive relationship between dark triad personality with deception 
perception in adults. Jonason et al. (2014) found that the dark triad traits 
were linked to the use of various intersexual and intrasexual deception 
tactics but these differed as a function of the domain, the category of 
deception, and the particular tactic used such as lies for dominance, 
exploitive nature, cheating strategies, and sexual intentions 

Second hypothesis state that dark tetrad significantly predicts online 
deception in TikTok users. Results showed that narcissism and sadism 
subscale of the dark tetrad, positively predicted online deception. This 
suggests that TikTok users who possess narcissistic and sadistic traits had a 
greater tendency to deceive online. This means that individuals with dark 
traits like narcissism and sadism would likely promote egotism or self-
admiration of one’s image, cyberbullying, spreading hate videos, hate 
commenting, and racial discrimination on the online platform. Previous 
research (Kircaburun et al., 2018) has also evidence that the sadism 
personality trait was related to different types of pathological online 
activities like excessive social media use, online cheating, and online sex 
which have the potential to cause harm to another person. According to 
Kircaburun et al. (2018) sadists try to compensate for their need for cruelty 
by using deceptive measures on online platforms. This show that the person 
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who possesses a feeling of pleasure in inflicting harm or hurting others, 
tends to manipulate online and deceive other internet users. Furthermore, 
Craker and March (2016) found in their study that psychopathy and sadism 
traits were more likely to be involved in Facebook trolling practices.  

The third hypothesis states there is a gender difference between dark 
tetrad and online deception in TikTok users. Results showed that there are 
non-significant gender differences in dark traits and online deception 
between men and women. This can be due to the reason that both genders 
act the same under similar circumstances and tend to mislead in the same 
pattern. In this case of gender, no significant gender difference was found 
this can be due to a small sample size but another demographic variable 
significant difference may be found. Eagly (2009) found in his study that 
young adult is more on social media platform and values expose to more 
negative things which lead the individual to act and think in the same way 
without any gender difference.  

Conclusion  
Dark tetrad traits have a significant positive relationship with online 

deception in TikTok users. Narcissism and sadism of dark tetrad positively 
predicted online deception in TikTok users. There is no gender difference 
between dark tetrad and online deception in TikTok users.  

Limitations and Recommendations 
In the present study, the sample was small (i.e. n = 100) and was specific 

to only the Pakistani community. Upcoming studies should be led with a 
large sample size so that generalized of the study would be increased or can 
be studied with other populations like adolescence. Data were collected 
from only one city which limits generalization, so further research should 
be conducted in different cities other than Lahore for a more diverse 
approach. The study consisted of only one application (TikTok) so the 
generalization of this study's results on other social media applications is 
limited, so future studies can focus on other social media applications like 
Instagram or Facebook  

Implications 
Despite of limitation, this study has some implication as it helps us to 

understand the relationship of the targeted variables and to over-rule them 
in future. There is limited work on these variables in relation to other 
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demographic variables like age, time spend on social media. The study 
helped to develop a research instrument that is more related to our cultural 
values. This study can give benefit to all those researchers who want to find 
the comparison between Dark traits and online deception among different 
social media apps. 
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