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Abstract 
Cybersecurity has emerged as a serious dimension of public sector 
governance in the digital age. The increased reliance on digital technologies 
for public service delivery has significantly expanded its exposure to 
cybersecurity risks. In Pakistan, rapid digital transformation has identified 
the need of robust and coherent cybersecurity framework to secure the 
cyberspace. In recent years, a series of legal, policy, and institutional 
reforms and initiatives have been introduced by the government to secure 
cyberspace. Despite these initiatives, the effectiveness and alignment of 
Pakistan’s cybersecurity preparedness with globally-recognized 
benchmarks remain insufficient. Using the qualitative research 
methodology through analysis of academic literature, national, and 
international reports, the current study evaluated the cybersecurity 
preparedness for public sector organizations. The study addressed the 
research question, to what level Pakistan’s cybersecurity preparedness is 
aligned with the five pillars, that is, legal, technical, organizational, capacity 
development, and international cooperation of Global Cybersecurity Index 
(GCI) of International Telecommunication Union (ITU). The findings 
identified that Pakistan has made progress in legal and organizational 
domains. However, key challenges and gaps remain in enforcement, 
technical workforce, and linkages with international organizations. The 
study concluded by proposing to align cybersecurity governance of public 
sector organizations with global best practices. It contributed to existing 
body of knowledge by mapping GCI with Pakistan’s cybersecurity 
framework and provided policy recommendations for public sector 
organizations.  
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Introduction 
The growing reliance of public sector departments and organizations on 
digital services and technologies has inevitably increased the cybersecurity 
risks, particularly in least developed and developing countries (Shad, 2019). 
E-Governance platforms and interorganizational connectivity for 
communication, transparency, service delivery, and efficiency have 
increased dependency of public institutions on cyberspace. For public 
service delivery and government functions, proliferation of digital 
platforms has increased the cyber attach surface for those nations facing 
limited technical and institutional capabilities (Dutton et al., 2019). Public 
sector entities manage public personal data and critical infrastructure, have 
essential service obligations, and face unique cybersecurity vulnerabilities 
that can lead to data theft and unauthorized access. Digital transformation 
for public governance has increased tasks for government to manage 
information, deliver services, and to increase public trust in the system. 

Sophisticated cyberattacks and emerging technologies have increased 
vulnerabilities for public sector organizations of Pakistan with limited 
resources and technical manpower. Cyber threats ranging from data 
breaches to ransomware attacks and disruption of critical infrastructures 
have increased globally. Developing countries, where legal frameworks, 
technical capabilities, and institutional capacity are still evolving, have 
faced more serious cyberthreats (Haque et al., 2023). 

The Government of Pakistan (GOP) has aggressively embarked on 
digital transformation and internet penetration over the past decade (Sadat 
et al., 2025). The key objectives of Digital Pakistan Policy are to build 
holistic digital ecosystem with focus on innovation, increase IT exports, 
infrastructure development, increase investment in digital skills, and high-
speed connectivity (Ministry of Information Technology and 
Telecommunication., 2018). The digital agenda of government include e-
government services, online public services, digital taxation system, digital 
identity, and citizen portal (News Desk, 2020). This shift in service delivery 
has increased dependency on information and communication technology 
of different sectors including financial sector, telecom sector, transport 
sector, health sector, and public administration. However, this digital 
transformation has widened the cyber risks across autonomous bodies, 
departments, regulatory authorities, and ministries / divisions. Public sector 
initiatives have created new vulnerabilities and cyberattack opportunities 
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pertaining to critical infrastructure and government network system. New 
vulnerabilities include cybercrimes, disruption of services, state level 
aggression, and public trust in digital system (Dhirani, 2024). 

Cybersecurity has been recognized as a national security issue in 
security policy of GOP. For the first time, the cyber domain has been 
included as one of the five threat domains which has given importance to 
cybersecurity (Ministry of Information Technology and 
Telecommunication, 2022; Virk, 2022). Pakistan has experienced threat 
spectrum including website defacement, financial frauds, information 
intrusions, and state-sponsored attacks in last few years (Qasim et al., 2025). 
To address technical and governance challenges of cybersecurity, the GOP 
has recognized the strategic importance of cyber legislations. Furthermore, 
it has enacted a series of cyber-related reforms which include substantive 
legislations, institutional creations, and strategic cyber policies. However, 
comprehensive cybersecurity preparedness to fulfil national needs of public 
sector institutions and global indices remains a priority. Cyber, legal, and 
institutional initiatives taken by government to secure the cyberspace, 
critical infrastructure, and public sector organizations, highlight the 
growing importance and acknowledgement of cybersecurity preparedness 
as a national security and governance issue (Ashraf et al., 2023).  

Despite cybersecurity-related legal structures introduced by 
government, academic literature and existing scholarship in the domain of 
cybersecurity suggest that effectiveness and robustness of cybersecurity 
preparedness depend not on presence of laws, policies, and institutions but 
their practical implementations in letter and spirit and alignment with 
international best practices is required (Usmani, 2023). Literature has 
highlighted key themes including weak legal framework, shortage of skilled 
workforce, absence of centralized organization authority, and limited 
cooperation at national and international level. Global Cybersecurity Index 
(GCI) of International Telecommunication Union (ITU) provides a 
comprehensive analytical foundation to evaluate national cybersecurity 
maturity. GCI measures cybersecurity commitment of country across five 
interconnected pillars which include legal, technical, organizational, 
capacity development, and international cooperation (Rafiq, 2019). 

Several studies have highlighted deficiencies, such as absence of 
specialized institutions, cybersecurity preparedness, and technical measures 
by applying GCI’s five pillar model to Pakistan (Saleem et al., 2025). 
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Pakistan’s overall score (96.69/100) in 5th edition of GCI 2024 has increased 
as compared to 4th edition of GCI 2021 (64.88/100). Moreover, the country 
has been listed in tier-1 role modelling nation having score between 95-100. 
Areas of relatively stronger achievements include legal, organizational, and 
capacity development measures where potential growth is required for 
technical and cooperation measure at different levels (International 
Telecommunication Union, 2020, 2024). Public sector organizations 
including regulatory bodies, ministries, service delivery institutions, and 
departments need to implement existing policies and laws to fill the gap of 
technical measures. Core challenges are fragmented, and overlapping 
mandates of institutions have limited technical manpower and capabilities. 
Slow implementation of policy directions and measures is another key 
challenge of public sector organizations (Bokhari, 2023). The current study 
focused to translate the GCI country level lens into public sector 
organization preparedness to provide operational cybersecurity model for 
agencies, ministries, departments, and autonomous bodies in order to assess 
risks and enhance preparedness. The study addressed the gap by analysing 
recent institutional evolution, cyber legislations, threat landscape, and 
implementation barriers and challenges.  
Research Question 

The current study aimed to answer the following question: At what level 
Pakistan’s cybersecurity preparedness based on legal and institutional 
structure is aligned with five pillars legal, technical, organizational, capacity 
building, and international cooperation measures of GCI? (Ahmad, 2022; 
Bokhari, 2023; Dhirani, 2024; Khan, 2015; Saleem et al., 2025). 

This study systematically explored the cybersecurity governance in 
Pakistan with a specific focus on preparedness of public sector 
organizations by adopting five pillars of GCI as analytical model. The 
introduction is followed by relevant literature review, which examined 
global, regional, and indigenous cybersecurity governance indices and 
approaches. Literature review discussed the GCI five pillar model by 
comparing its strengths and weaknesses with other models. The 
methodology outlines the data sources, research design, and approach used 
to evaluate the cybersecurity governance in Pakistan. Cybersecurity 
preparedness mechanism of public sector organizations is mapped on five 
pillars by emphasizing the recent initiatives in the domain of cybersecurity. 
The result section presents the findings where Pakistan stands across the 
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core pillars of GCI. Conclusion section concludes with policy 
recommendations to enhance cybersecurity governance at national level. 
Finally, the discussion section interprets the findings, identifies strengths, 
and areas to improve. 

Literature Review 
Cyber Threat Landscape in Pakistan 

Cyber threat landscape being faced by Pakistan is multidimensional and 
transnational in nature which includes organized cybercrimes, 
cyberwarfare, financial frauds, information, and data stealing (Rehman & 
Ahmad, 2025). State institutions and public sector organizations have faced 
severe cyber-attacks, leading to disruptions of public service delivery. 
Financial and information losses from critical public infrastructure have 
challenged the public trust in digital transformation (Bhutta & Rashid, 
2026). Different studies have documented that outdated systems, pirated 
software, lack of digital literacy, absence of incident response mechanism, 
interorganizational coordination, and limited cyber forensic facilities are 
key vulnerabilities and challenges to protect the cyberspace (Baig, 2023; 
Kausar, 2026; Nadeem et al., 2023). At public level, lack of cybersecurity 
awareness and training along with risky behaviours expand the cyber-attack 
surface. A recent study has explored that university students who 
excessively use digital devices and infrastructure often ignore security 
practices for personal digital devices and social media accounts (Khan et 
al., 2022). Weak socio-technical behaviours, awareness, and institutional 
gaps provide an environment of cyberattack (Saleem et al., 2025). Different 
studies have identified weaknesses in cybersecurity governance for public 
sector organizations and recommended to improve the cybersecurity 
profiles to counter the risks (Fatima, 2022). Recently, online payments and 
billing systems of Capital Development Authority (CDA) were hacked and 
disrupted the digital network. Hackers threatened to upload the citizen data 
on dark web (Abbasi, 2026). Such incidents highlight the importance of 
cybersecurity for public sector organizations to provide digital services. 
Cybersecurity Policy and Institutional Response 

In last few years, Pakistan has taken vital steps to build national 
cybersecurity mechanism in order to protect cyberspace. PECA 2016 is a 
basic cyber legislation which provides the foundation to address 
cybercrimes (Mirza & Akram, 2022). National Cybersecurity Policy 2021 
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defines the strategic objectives to secure cyberspace through organized and 
coordinated approaches (Kashan et al., 2023). Policy analysts, however, 
highlight that these policy instruments remained generic, fragmented, and 
insufficient due to weak implementation and execution mechanism. NCSP 
is very comprehensive and looks perfect in documents and discussion but it 
is necessary to implement it effectively in order to achieve the objectives 
(Masudi & Mustafa, 2023). The challenges to Pakistan’s cyberspace include 
absence of data governance regulations, lack of indigenous information 
technology industry, insufficient resources, technical manpower, and 
dependency on foreign resources (Ahmad & Baig, 2024). 

The prime objectives to be achieved through National Cybersecurity 
Policy include, cybersecurity preparedness for online privacy, security of 
critical information infrastructure, cyber threats information sharing, 
cybersecurity awareness, security operation centre, public private 
partnership, national and international cooperation, and collaboration in the 
domain of cybersecurity. These objectives are mandatory to produce skilled 
cybersecurity professionals as well as for the establishment of research and 
development activities in order to fulfil national requirements (Ali, 2022). 
Five Pillar Model of International Telecommunication Union (ITU) 

GCI of ITU is a benchmark to measure cybersecurity commitments of 
nations across five pillars. The index is used for self-assessments of 
countries in the domain of global coordination and good practices of other 
countries, to enhance cybersecurity measures at national level. Different 
studies have applied the GCI outlook to analyse and evaluate the 
cybersecurity preparedness profile. Furthermore, these studies have also 
suggested to align cybersecurity policy, institutional structure, and technical 
infrastructure in order to develop holistic cybersecurity ecosystem for 
public sector organizations (Pytlak & Siebens, 2024). The scope of GCI is 
primarily national, to rank the cybersecurity preparedness of a country. 
However, five pillars are implementable at public sector organizations and 
institutions to compare and analyse the sectoral and organizational 
cybersecurity preparedness (Haque et al., 2023). United Nations E-
Government Development Index (EGDI) similarly measures the member 
states’ progress to use information and communication technology on three 
pillars. These include online service delivery, telecom infrastructure, and 
development of human capital (United Nations, 2024). UN E-Government 
index shows the country readiness relative to one another. To address 
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cybersecurity issues and risk management in an organization, PRISM 
framework (Prioritize, Resource, Implement, Standardize, Monitor) is 
being used. This framework is used to achieve required objectives in order 
to assist top management. However, PRISM framework focuses to identify 
and provide tailored approach in order to mitigate risks through investment 
in organization. PRISM is criticized due to its inward and subjective 
approach while ignoring multi stakeholder, cooperation, and technical 
pillars as defined in GCI (Goel et al., 2020). AVARCIBER framework is 
another approach to identify and assess cyber risks based on relationships 
among five elements, such as assets, vulnerabilities, risks, threats, and 
countermeasures for public sector organizations. The framework is based 
on ISO 27005 and does not provide legal and cooperation controls as 
provided by GCI. Moreover, its focus is on internal models and processes. 
This is why, it is viewed as an operational risk framework (Rea-Guaman et 
al., 2020).  

ITU cybersecurity model is multi-dimensional which is explicitly based 
on law, institutions, technical skills, and international engagement. ITU five 
pillars model recognizes that cybersecurity is not only the technical failure 
of organizations but a governance failure to protect infrastructure. United 
Nations EGDI, as compared to ITU index, is development centric, not 
security centric. Moreover, EGDI treats digital governance, whereas ITU 
treats risk governance. EGDI encourages digitization and benchmarking 
without security measures, which is a weakness as compared to ITU model. 
PRISM is based on multi-layered governance architecture, whereas ITU is 
based on institutional governance of law, policy, and cooperation. PRISM 
lacks policy and legal structure which are core in ITU model. Scope of 
AVARCIBER framework is limited to a region, whereas ITU is universal 
for each country. AVARCIBER framework focuses on regional policy, 
whereas ITU focuses on broad policy issue. ITU, EGDI, PRISM, and 
AVARCIBER frameworks are competing paradigms and not easily 
reconcilable. For instance, EGDI racking of a country may be higher due to 
increased digital exposure, however, lower in ITU ranking due to weak 
cybersecurity preparedness. ITU model operationalizes the cybersecurity 
governance through explicit integrations of law, institutions, cooperation, 
and skills. Countries can achieve development in five pillars of ITU 
simultaneously under state centric governance approach for international 
compliance. 
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Recent GCI 2024 of ITU has indicated that Pakistan’s cyber readiness 
assessments have improved. However, establishment of technical bodies, 
organizational setups of cybersecurity, institutional technical capacity, and 
cooperation at both national and international level are weak areas which 
need further improvement (International Telecommunication Union, 2024). 
The major barriers to enforce cybersecurity laws and regulations include 
slow judicial process, sector specific cyber regulations, legal ambiguities, 
discriminations, and operational institutions (Bokhari, 2023). 

Global cybersecurity outlook reports of World Economic Forum (WEF) 
have provided a detailed understanding of cyber risks landscape for 
organizations, particularly cyber capacity and technical resources 
disparities which are closely aligned with GCI of ITU. A detailed review of 
WEF reports has revealed the gaps in cybersecurity preparedness, especially 
with reference to public sector organizations, which is a central pillar and 
concern of GCI model. The 2022 report has mentioned the increase in 
cyberattacks across critical infrastructure of different organizations 
following rapid digital transformation observed due to COVID-19 
pandemic. The key challenge identified in report included, cybersecurity 
capacity gaps between developed and developing economies, which reflects 
the technical and organizational measures of GCI (World Economic Forum, 
2022). In 2023 report, disruption of global supply chain was identified as a 
major vulnerability due to state-sponsored attacks on organizations. This 
highlighted the importance of international cooperation and cyber response 
mechanism to achieve cybersecurity maturity (World Economic Forum, 
2023). The concept of cyber inequity was introduced in 2024 report where 
large organizations enhanced the cyber capacity, while small organizations 
lagged behind. The report highlighted the importance of skilled workforce, 
policy implementation, and technical infrastructure for public institutions to 
achieve cybersecurity maturity (World Economic Forum, 2024). The 2025 
report highlighted the cybersecurity weaknesses in public sector 
organizations, where 38% had insufficient cyber resilience and 49% lacked 
cybersecurity technical human resources (World Economic Forum, 2025). 
The 2026 report highlighted the impact of Artificial Intelligence (AI) on 
cybersecurity, where 23% public sector organizations had insufficient cyber 
resilience. Report stressed to enhance collaboration to counter cyber risks, 
which is an essential pillar of GCI (World Economic Forum, 2026). All five 
reports (2022-2026) have repeatedly identified the cybersecurity 
preparedness gaps in public and private sector organizations. These include 
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technical skills, financial resources, and investment in manpower. This 
aligns the WEF findings with ITU GCI assessments. 

Existing literature discusses several issues related to cybercrime, cyber 
threat landscape, legal and policy implementations, and challenges. 
Moreover, literature has also discussed the GCI five pillars’ high-level lens 
with reference to Pakistan. However, it has not been specified that how 
public sector organizations should implement the five pillars approach to 
prepare themselves against cyber risks. Different barriers, such as 
cybersecurity literacy, lack of technical expertise, institutional capacities, 
and coordination have been identified. However, limited public sector 
guidelines and preparedness have been discussed for security of 
infrastructure (Shahrose et al., 2024). This study articulated the 
cybersecurity preparedness for public sector organizations of Pakistan by 
mapping current legal and institutional structure with GCI five pillar model. 

Methods 
The current study was based on qualitative research methodology by the 
analysis of relevant literature in the domain of cybersecurity focused on 
legal, technical, organizational, capacity building, and international 
cooperation. Primary data sources were used to review literature including 
national cyber legislations, official documents published by Ministry of 
Information Technology and Telecommunication (MoITT), Pakistan 
Computer Emergency Response Team (PKCERT), Global Cybersecurity 
Index reports of ITU, and reports published by different national and 
international institutes and research centres in the domain of cybersecurity 
preparedness. Furthermore, other sources consulted for this study included 
peer reviewed national and international journals’ articles. The 
cybersecurity preparedness for public sector organizations of Pakistan was 
evaluated through the synthesis of literature and mapping on ITU GCI. The 
study was limited to secondary data sources rather than empirical data, such 
as interviews or surveys from organizations. Moreover, cybersecurity 
preparedness of public sector organizations of Pakistan was analysed 
through GCI of ITU as primary assessment framework. The scope of study 
excluded private sector organizations, comparative analysis of different 
countries, technical assessment, and specific institutional implementation 
challenges. 
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Cybersecurity Preparedness for Public Sector Organizations 
GCI-based metrics are being incorporated by member states into national 
cybersecurity activities and plans, which shows its applicability, 
acceptance, and quality. GCI results of every new edition highlight 
significant improvements achieved by countries in the domain of 
legislation, cyber incident response mechanism, development in national 
cyber plan, awareness and training for public at large, as well as engagement 
to work together at national and international level in order to counter cyber 
threats. The ITU GCI emphasizes that effectiveness of cybersecurity 
initiatives undertaken by member states targeting public sector institutions 
and organizations should be supported by a mechanism to measure the 
quality, impact and effectiveness. Such mechanisms facilitate countries to 
identify gaps, measure progress and to improve the overall cybersecurity 
posture.(International Telecommunication Union, 2024). For public sector 
organizations, GCI five pillar model having clear objectives and 
components, has been mapped on the basis of themes identified through 
literature to enhance cybersecurity governance. 
Pillar 1: Legal and Regulatory Measures 

For legal and regulatory compliance, public sector organizations should 
operate within the boundary of National Cybersecurity Policy and laws. 
Obligations of cyber legislations for operationalization of everyday 
functions are compulsory for organizations and institutions.  
Prevention of Electronic Crimes Act 2016 and Amendment 2025 

PECA 2016 is a primary cybercrime legislation to combat cybercrimes, 
such as data breaches, identity theft, unauthorized access to electronic 
devices, and data (Prevention of Electronic Crimes Act, 2016). It 
criminalized the electronic fraud, cyber terrorism, and social media crimes 
by granting investigative power to law enforcement bodies (Abbas et al., 
2021). Academic analyses label the PECA as reactive and an enforcement 
centric approach to achieve specific objectives of political elite (Mirza & 
Akram, 2022; Shah, 2024). To address evolving cyber threats and modern 
cybercrime challenges, necessary amendments have been introduced in 
2025 (Prevention of Electronic Crimes Act, 2025). PECA amendments have 
expanded enforcement powers and modernized the different definitions as 
required to fill the legal gaps. Recent amendments have stirred a debate 
about digital rights and freedom of expression as guaranteed in constitution 
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of 1973. There is a need to balance civil liberties and security requirements 
in order to implement cyberlaws. Legal scholarships accept the amendments 
as a need towards cybersecurity legislation. However, there are concerns to 
safeguard fundamental rights and capacity of enforcement agencies (Zafar 
& Ali, 2025). 
National Cyber Security Policy 2021 

First National Cybersecurity Policy approved by Federal Cabinet 
provides policy guidelines of cybersecurity for incidence response 
mechanism, critical infrastructure protection, cyber governance guidelines, 
and cooperation at national and international level (Ministry of Information 
Technology and Telecommunication, 2021). Cybersecurity Policy outlines 
the data privacy, public awareness, and institutional mechanisms to secure 
the cyberspace of nation. Studies suggest that policy objectives and 
implementations have not been achieved and translated into reliable 
organizational practices across departments and ministries (Iqbal & Shan, 
2024). 
Computer Emergency Response Team Rules 2023 and Standards 

To institutionalize the cyber incidents response, government has 
approved the CERT Rules 2023 under PECA 2016 and Cybersecurity 
Policy 2021. Under CERT Rules, hierarchy of PKCERT, Sectoral CERTs, 
Organizational CERTs, Government CERTs, and Provincial CERTs has 
been introduced to counter cyber incidents and manage their domain. 

Despite these initiatives, academic literature has highlighted the absence 
of technical capacity and manpower to achieve the objectives. Peer 
reviewed studies on Cybersecurity Policy and legislation argue that these 
legal measures provide baseline. However, they are not sufficient to address 
emerging threats of AI and quantum computer attacks (Hussain & Bhatti, 
2026). Cloud security and advance persistent vulnerabilities are other 
challenges which need to be addressed through laws (Bokhari, 2023). 
Cybersecurity Act 

To strengthen national cybersecurity posture and to protect critical 
infrastructure, government has decided to establish National Cybersecurity 
Authority (NCA) under Cybersecurity Act. The prime role of Cybersecurity 
Authority is to implement cybersecurity initiatives taken by Federal 
Government to secure the cyberspace (Ali, 2025). New authority would 
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increase compliance challenges for public sector organizations and 
departments to become more accountable to different law enforcement 
agencies (Desk, 2025). Critics argue that in the presence of PKCERT, 
CERT Council, and PTA, there is no need to establish another authority to 
shrink the digital spaces. New authority would overlap the operational 
functions which are already being performed by PKCERT (Mahmood, 
2025). 
Pillar 2: Technical Capabilities Measures 

Technical capability and preparedness are central pillars of 
cybersecurity framework. To achieve national resilience, technical 
measures establish the backbone structure of national cybersecurity 
framework. Literature reveals that national technical capabilities in Pakistan 
are yet evolving due to uneven landscape. 
Pakistan Computer Emergency Response Team and Incident Response 
Infrastructure 

The establishment of PKCERT is a central shift to achieve technical 
capabilities measures. PKCERT plays a vital role in technical cybersecurity 
infrastructure because it is significant to enhance incident response 
capabilities. The mandate of PKCERT is to coordinate cyber incident, 
generate response, proactive threat detection, digital forensic, intelligence 
sharing, and capacity building across public and private sectors (Pirinen et 
al., 2026). Academic assessments highlight that formalization and 
operationalization of PKCERT represent a significant improvement aligned 
with technical pillars defined by ITU in the GCI (International 
Telecommunication Union, 2024). Structured mechanism of PKCERT to 
monitor incidents aligned with global best practices is a major achievement 
to address the noted gaps where Pakistan lacked behind previously.  

Literature has identified call for further investments to establish 
Security Operation Centres (SOC) for the enhancement of security 
operations capabilities at different public sector organizations (Figueroa et 
al., 2025). Other challenges include lack of technical capacity for threat 
hunting, incident handling, harmonization of security controls and 
implementation of technical standards in government ministries, as well as 
departments and public sector organizations (Majeed et al., 2026). 
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Pakistan Security Standards (PSS) 2023 
To protect information technology systems and for threat response, a 

strong technical standard framework at national level is required. The GOP 
has introduced cybersecurity standard with the name Pakistan Security 
Standards (PSS) for public and private sectors as a mandatory requirement. 
PSS framework is aligned with globally recognized benchmarks. Minimum 
security control, such as secure development, cryptography, hardware, and 
software compliance are foundational technical measures to be 
implemented by organizations. This gives national intent to regulate 
national technical measures and practices to align with international best 
practices. Studies have highlighted that actual compliance, implementation, 
and adoption are key challenges in public sector organizations, ministries, 
divisions, and regulatory bodies to achieve the real objective. Other 
difficulties include training gaps, lack of technical manpower, vendor 
readiness, and certifications (Ali, 2026). 
Pakistan Information Security Framework (PISF) 2025 

National CERT of Pakistan has released the Pakistan Information 
Security Framework (PISF) in 2025. This would provide the information 
security controls for all federal and provincial autonomous bodies, 
ministries, divisions, corporations, departments, and designated CERTs 
throughout the Pakistan. PISF provides a comprehensive list of controls for 
asset and risk management, communication protection, data protection, 
privacy, incident response, supply chain management, critical 
infrastructure, data centre, and web hosting for all organizations and 
departments. This framework is aligned with global best practices with an 
emphasis on risk-based governance framework having compliance-based 
approach to secure the cyberspace (National Cyber Emergency Response 
Team, 2025). 

Critics argue that PISF would increase state control over cyber and 
digital space which, in turn, would lead towards censorship by restricting 
freedom of speech and expression. Moreover, mandatory controls would 
place financial and managerial burden on federal and provincial public 
organizations. Compliance deadline of June 2028 has further increased 
difficulties to hire technical experts, manage logistics, and to provide 
resources for implementation (Zayn, 2026). 
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Pillar 3: Organizational Strategy Measures 
Organizational measures require coordination mechanisms of public 

sector organizations, departments, and institutes with a focus on clear 
mandate, structure, and authority. This measure demands to focus on 
cybersecurity governance structure in public and private sectors. 
Cybersecurity literature acknowledges the important evolution and 
development achieved by Pakistan for cybersecurity governance, although 
gaps still exist. 
Institutional Architecture of Cybersecurity in Pakistan 

Cybersecurity ecosystem of Pakistan includes multiple actors, such as 
Ministry of Information Technology and Telecommunication (MoITT), 
Pakistan Telecommunication Authority (PTA), National 
Telecommunication and Information Technology Security Board (NTISB), 
Pakistan Computer Emergency Response Team (PKCERT), and National 
Cyber Crime Investigation Agency (NCCIA). These actors have specific 
functions in Pakistan’s cybersecurity ecosystem. 

These government agencies collectively frame the organizational and 
institutional framework to implement the cybersecurity policy. This multi-
institutional architecture reflects the complexity in cybersecurity 
governance. This is because challenges remain in clear mandate, resource 
allocation, coordination, and responsibility. Literature argues that unclear 
demarcation of authority of institutions and inadequate resources make it 
difficult to achieve effective cybersecurity governance in country (Shabbir 
& Adnan, 2025). 
Table 1 
Institutional Architecture of Cybersecurity in Pakistan and its Key 
Functions 

S# Name of Institution Function of Institution 

1 
Ministry of Information 
Technology and 
Telecommunication (MoITT) 

Primary function of MOITT is to 
derive the policy under the 
direction of Government 

2 Pakistan Telecommunication
Authority (PTA) 

PTA is the regulator of 
telecommunication sector with 
prime responsibility to oversight 
the security of sector 
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S# Name of Institution Function of Institution 

3 
National Telecommunication 
and Information Technology 
Security Board (NTISB) 

NTISB’s mandate is to share 
cybersecurity advisory to 
government organizations 

4 
Pakistan Computer 
Emergency Response Team 
(PKCERT) 

PKCERT is incident response 
body with a focus to share 
incidents with sectoral and 
organizational CERTs 

5 
National Cyber Crime 
Investigation Agency 
(NCCIA) 

NCCIA is an investigation agency 
to investigate cybercrimes in 
country 

6 National Centre for
Cybersecurity (NCCS) 

Function of NCCS is to secure 
cyberspace of Pakistan through 
training, education, research, and 
development 

7 Pakistan Digital Authority
(PDA) 

Aims to transform Pakistan into 
digital society, economy, and 
governance 

Strategic Leadership and Governance 
Organizational measure highlights the importance of interagency 

harmonization and departmental cybersecurity committees for consistent 
command and control structure. Cohesive command and control 
frameworks are fundamental measures to achieve strong cybersecurity in 
public sector. National cybersecurity policy highlights the importance to 
bring public, private, and academic sectors on same page in order to achieve 
the policy objectives (Ministry of Information Technology and 
Telecommunication, 2021). Authors argue that mechanism to bring all 
stakeholders on board to operationalize the policy is yet not activated. 
Without interagency working groups, regular meetings, clear mandate, risk 
prioritization, and future paths, infrastructure protection would not be 
achieved (Azhar et al., 2025). 
Organizational Challenges 

Policy coherence and organizational internal culture play an important 
role to achieve effective cybersecurity governance (Willie, 2023). Many 
organizations have not established the dedicated cybersecurity wings to 
address the cyber risks. Cybersecurity is being treated as an information 
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technology problem in public sector institutions and departments. That is 
why, strategic importance of cybersecurity has not been accepted (Khan, 
2025). Studies reveal that lack of technical manpower, cyber risk officers, 
inadequate budget allocation, effective communication, cybersecurity 
leadership role, and departmental cybersecurity policy are key challenges 
to achieve the cybersecurity governance (Gilbert & Gilbert, 2024). 
Pillar 4: Capacity Development Measures 

Capacity development measure is one of the most important pillars of 
GCI. To achieve resilient cybersecurity ecosystem awareness, skilled 
workforce and research networks are crucial requirements.  
Human Resource Development and Capacity-building 

Capacity-building and skilled human resources are most significant 
challenges in Pakistan to build reliable cybersecurity ecosystem. Studies 
have constantly highlighted the limited training opportunities, integration 
of cybersecurity education in civil service programs, shortage of 
cybersecurity professional in public sector organization, and public 
awareness program to counter cyberattacks (Irfan & Saeed, 2025; Triplett, 
2022). Critical gaps in capacity development include: 

• Insufficient collaboration for cybersecurity training to fill the gaps and
needs of public sector organizations

• Limited cybersecurity curricula for schools and colleges

• Inadequate public awareness drives and campaigns for every segment
of society

• Cybersecurity standardization challenges to be implemented across
government departments and organizations
In 2018, the GOP established National Centre for Cybersecurity

(NCCS) with a prime objective to develop research and development 
activities in universities to fulfil the cybersecurity requirements of public 
sector organizations. Other tasks assigned to NCCS include cybersecurity 
education program, literacy and technical manpower development through 
workshops, as well as trainings and seminars at different levels. NCCS 
played very important role to enhance cyber literacy, however, only one 
initiative was not enough to meet the demand. Demand and supply gap still 
exist in both public and private sector organizations and departments. 
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Research and Development 
Cybersecurity research contributes to identify the challenges and 

difficulties in different sectors as well as key developments and 
opportunities to enhance cybersecurity ecosystem. For sustainable 
cybersecurity growth, researchers and academicians play an important role 
in policy-making and governance, which is missing in Pakistan as 
highlighted by different studies (Ahmad & Akhter, 2026; Gilbert & Gilbert, 
2024; Javed, 2022). Analytical insights contributed by researchers through 
literature are disconnected in policy implementation phase (Kashan et al., 
2023). 
Public Awareness and Cultural Change 

Academic literature and national cybersecurity policy have emphasized 
the need of regular cybersecurity drills and public awareness programs to 
enhance capacity of public sector institutions and departments. However, 
empirical research has highlighted this gap (Anwar & Yamin, 2021; 
Ministry of Information Technology and Telecommunication, 2021; World 
Economic Forum, 2025). From senior management to clerical staff, training 
and awareness plan of cybersecurity often lack as mentioned in official 
documents (Iftikhar et al., 2025). Cybersecurity awareness among decision-
makers and public servants is a critical gap (Masudi & Mustafa, 2023). 
There is a need to change the inner culture of public sector organizations 
and institutions to achieve cybersecurity ecosystem (Osburn, 2025). 
Pakistan Information Security Association (PISA), a not-for-profit 
organization, has played a very important role to create cybersecurity 
awareness through workshops, seminars, conferences, and engagement with 
parliamentarians (Malik, 2018; Tufail, 2018; Tahir et al., 2019; Ahmad & 
Khan, 2022). 
Academic and Industry Collaboration 

Universities are offering different cybersecurity programs at bachelors 
and masters level, however, they are not aligning with practical needs of 
industry and organization due to lack of collaboration (Sendjaja et al., 
2024). Requisite skillsets required for government departments and 
institutions include penetration testing, secure system design, incident 
response skills, security operation centre operations management, and 
coordination among sectors, which are largely not being taught at university 
level (Ball et al., 2025; Jumaan et al., 2025). 
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PKCERT has taken an initiative with Cyber Innovation Ecosystem 
(CIE) to connect academia, research institutes, private and public sector 
organizations, technology innovators, and government bodies to develop 
technical workforce, share threat intelligence, enhance cybersecurity 
solution, and drive innovation through partnership and collaboration 
(National Computer Emergency Response Team, n.d.). Academic 
collaboration plays an important role to strengthen cybersecurity for public 
sector organizations. Recently, University of Management and Technology 
(UMT), a private sector university has signed Memorandum of 
Understanding (MOU) with NCCIA for joint research project and 
development in the field of cybersecurity. Such collaboration plays an 
important role to expand training to fulfil future requirements (Staff 
Reporter, 2026). 
Pillar 5: National and International Cooperation Measures 

To enhance national cybersecurity resilience, international cooperation 
plays a vital role. International cooperation facilitates in information 
sharing, joint response mechanism, capacity development, and standardized 
practices to response transnational threats. 
Global Cybersecurity Index (GCI) and Pakistan’s Engagement 

Pakistan has engaged with ITU and has improved ranking in Tier-1 
category as a role model nation. Improvement in cybersecurity ranking 
reflects the global recognition of Pakistan’s cybersecurity efforts aligned 
with global best practices (Associated Press of Pakistan, 2024). This 
improvement is across five pillars of GCI, particularly introduction of 
cybersecurity policy, establishment of national CERT, and legal 
framework. 

Academic literature argues that GCI may be used as a diagnostic tool, 
however, this ranking does not reflect the operational effectiveness. Studies 
indicate that Pakistan’s formal bilateral cybersecurity agreements and 
participation in international cybersecurity networks are limited. There is a 
need of deeper engagement at international level to enhance cybersecurity 
cooperation (Ahmad, 2022; Nadeem et al., 2023). 
Bilateral and Multilateral Cyber Engagement 

Bilateral and multilateral cooperation and treaties on cybercrime 
investigations are part of efforts to harmonize the cybersecurity norms at 
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global level. Pakistan supports the global framework against the cybercrime 
at UN level and is also engaged by affirming the applicability of 
International Humanitarian Law and UN Charter to cyberspace (Iqbal, 
2025). Academic literature has highlighted that Pakistan has limited 
international cyber cooperation and engagement. However, government 
announcements and recent developments on diplomatic fronts have 
mentioned that engagements through treaties with international networks 
and forums are an ongoing process (Ali et al., 2022; Awais, 2025). 

To enhance international cooperation, address criminal matters, and to 
combat cross border crimes, GOP has introduced Mutual Legal Assistance 
(MLA) Act 2020. MLA Act provides framework to prosecute and 
investigate transnational crimes through international cooperation. 
Cross Border and Global Incident Response 

To enhance international cooperation, it is essential to join international 
and regional cybersecurity information sharing, threat analysis, and cyber 
intelligence centres and forums. Pakistan being a founding member of 
“Organization of Islamic Cooperation - Computer Emergency Response 
Team” played an important role to establish links among Islamic countries 
in the domain of cybersecurity, which are needed to be enhanced further. 
Recently, PKCERT joined Asia Pacific - Computer Emergency Response 
Team and Forums of Incident Response of Security Teams, which is a major 
achievement to strengthen the cooperation at international level. Full 
membership of elite international network is a significant success to 
enhance national cyber resilience through globally-trusted partnership. 
Experts argue that Pakistan should engage with different international 
CERTs networks and other regional countries’ CERTs to combat cyber-
crimes and to share threat intelligence (Tufail, 2018). Such engagement 
would provide real-time awareness of threats, to take proactive defence 
measures for public sector organizations (Ali, 2022; Majeed et al., 2026). 
Table 2 
Mapping of GCI Pillars on Pakistan’s Cybersecurity Framework 

S# ITU GCI 
Pillar Name 

Analytical 
Focus 

Key Gaps 
Identified Pakistani Instruments 

1 Legal
Measures 

Cyber Laws, 
Regulations 

Generic 
Cyber Rules. 
Enforcement 

Prevention of 
Electronic Crimes Act 
2016. 
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S# ITU GCI 
Pillar Name 

Analytical 
Focus 

Key Gaps 
Identified Pakistani Instruments 

Constraints. 
Legal 
Ambiguity. 
Weak 
enforcement 
of cyber laws 

Prevention of 
Electronic Crimes 
(Amendment) Act 
2025. 
National Cyber 
Security Policy 2021. 
Computer Emergency 
Response Team Rules 
2023. 

2 Technical
Measures 

Computer 
Emergency 
Response 
Team, 
Framework, 
Standards 

Weak 
technical 
standards and 
controls. 
Low cyber 
forensics 
readiness 

Pakistan Computer 
Emergency Response 
Team and Incident 
Response 
Infrastructure. 
Pakistan Security 
Standard 2023. 
Pakistan Information 
Security Framework 
2025. 

3 Organizational
Measures 

Agencies, 
Institutions 

Absence of 
centralized 
cyber agency. 
Fragmented 
mandates of 
different 
departments 

Ministry of Information 
Technology and 
Telecommunication. 
Pakistan 
Telecommunication 
Authority.  
National 
Telecommunication 
and Information 
Technology Security 
Board. 
National Cyber Crime 
Investigation Agency. 
Pakistan Digital 
Authority. 

4 Capacity
Building 

Awareness, 
Training, 
Education, 
Capacity 
Development 

Low cyber 
literacy. 
A Shortage of 
technical 
experts. 
Weak 

National Centre for 
Cyber Security. 
Pakistan Information 
Security Association. 
Cyber Innovation 
Ecosystem. 
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S# ITU GCI 
Pillar Name 

Analytical 
Focus 

Key Gaps 
Identified Pakistani Instruments 

cybersecurity 
training 
programs. 

5 International
Cooperation 

National and 
Global 
Engagement 

Limited 
international 
cooperation. 
Lack of 
regional 
cybersecurity 
engagement. 

International 
Telecommunication 
Union. 
Organization of Islamic 
Country-CERT. 
Mutual Legal 
Assistance Act. 
Asia Pacific - 
Computer Emergency 
Response Team. 
Forums of Incident 
Response of Security 
Teams 

Results 
Legal Alignment 

Pakistan’s legal framework is strongly aligned legal pillars of GCI 
through cybercrime legislations and amendments. Recent regulations have 
further strengthened the legal pillars, however, despite comprehensive 
legislation and policies, challenges persist on enforcement of law and 
availability of resources. Lack of technical capabilities and expertise in 
judicial institutions and investigation processes needs to be addressed 
through trainings, workshops, and awareness sessions.  
Technical Preparedness 

Establishment of PKCERT, mandatory security standards, and 
frameworks is a positive development to achieve technical measures for 
cybersecurity preparedness. However, training of manpower and financial 
resources are key challenges to achieve this objective. It has been identified 
that inconsistent framing of cybersecurity standards and frameworks in 
public sector organizations has undermined the operational and 
implementation effectiveness. Technical preparedness is partially aligned 
with the GCI’s technical measures. National CERT has been established. 
However, operationalization of sectoral, organizational, and regulatory 
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CERTs is a key challenge. 
Organizational Governance 

For effective cybersecurity governance across government agencies, 
central and coordinated authority is required to achieve the objective of 
GCI’s organizational pillars. Fragmented institutional structure, unclear 
responsibility matrix, and weak coordination mechanism need to be 
addressed to enhance organizational governance. Pakistan faces multiple 
challenges to achieve and align with GCI’s organizational pillars due to 
fragmented and overlapping institutional mandates. 
Capacity Constraints 

Shortage of technical human capital is the most critical weakness of 
public sector organizations. To operationalize the technical and 
organizational measures of GCI pillars, cybersecurity education for 
different levels of public sector organizations is essential. Availability of 
skilled cybersecurity manpower in government institutions and departments 
is recommended across the board. Beyond skilled cybersecurity manpower, 
structured cybersecurity training programs, massive cybersecurity 
awareness drives, and industry-academia collaborations for trustworthy 
cybersecurity ecosystem are required.   
Cooperation Expansion 

It has been identified that regional and international cooperation is very 
important for effective national cybersecurity preparedness. In recent years, 
Pakistan has enhanced its engagement with different international 
cybersecurity forums, networks, and CERTs. This demonstrates partial 
alignment with GCI’s cooperation pillar. Pakistan has limited cross border 
collaboration through cybersecurity treaties and agreements, which requires 
to be strengthened for national cybersecurity preparedness. Additional 
challenges include cooperation with foreign CERTs, participation in 
international cyber drills, as well as engagement with cyber threats 
intelligence and analysis centres to improve incident response mechanism 
and information exchange. 

Discussion 
Public sector organizations and agencies of Pakistan stand at the front line 
of cyber risk. The use of ITU GCI five pillars approach as a foundation, a 
tailor-made framework based on legal, technical, organizational, capacity-
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building, and cooperative measures, has provided a mechanism for 
ministries, divisions, and departments to address cyberthreats. A 
measurable progress has been achieved by GOP by aligning its public sector 
cybersecurity preparedness with GCI. Furthermore, significant 
advancement has been achieved through the establishment of national cyber 
emergency response team, cyber legal reforms, cybersecurity awareness 
efforts, and alignment with global benchmarks. Research has consistently 
highlighted that merely cybersecurity laws, policies, and regulations are not 
enough. To secure the cyberspace, however, consistent implementation 
capacity, development of technical workforce, interorganizational 
engagement, public private partnerships, and deep international cooperation 
are equally important. To achieve resilient public sector cybersecurity 
preparedness in Pakistan, a tactical multi-stakeholder approach aligned with 
global best practices and frameworks is essential for cybersecurity 
governance. It is recommended to align the cybersecurity standards with 
critical infrastructure before implementing to avoid any difficulties. 
Moreover, each organ of state dealing with cybersecurity governance 
should have clear mandate to strengthen the cybersecurity for public sector 
organizations. It is need of time to restructure the government departments 
and Ministry of Information Technology and Telecommunication to align 
with global best practices. For future research, quantitative approach may 
be applied to validate the qualitative findings and to measure the 
cybersecurity governance of public sector organizations of Pakistan. 
Comparative studies of different organizations and with other countries 
using GCI can provide more valuable insights. Researchers may explore 
further by examining the impact of policies on private sector organizations 
and provincial level cybersecurity preparedness by using the ITU index. 
Conclusion 

In 21st century, cybersecurity governance has been recognized as a 
fundamental component of digital transformation and national security. The 
need of robust cybersecurity governance framework for public service 
delivery and protection of critical infrastructure has grown significantly for 
governments. The current study aimed to evaluate the Pakistan’s 
cybersecurity preparedness aligned with GCI of ITU based on five pillars, 
that is, legal, technical, organizational, capacity development, and 
international cooperation. The use of internationally-recognized GCI as a 
comprehensive framework enabled an organised evaluation of 
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cybersecurity readiness of public sector organizations of Pakistan by 
exploring existing gaps, strengths, and weak areas requiring improvement. 
Significant challenges remain in coordination among government 
organizations, shortage of cybersecurity professionals, and limited technical 
resources. The findings identified that Pakistan has achieved progress in 
legal and organizational pillars. However, development of technical 
workforce, capacity-building, enforcement mechanism, and organizational 
hierarchy remain the key challenges to align the cybersecurity preparedness 
of public sector organizations with GCI. Findings indicated that notable 
progress has been achieved in developing and establishing cybersecurity 
ecosystem in recent years. This demonstrates the commitments of 
government to achieve the objectives. The evaluation suggested the 
effective implementation of national cybersecurity policy throughout the 
public sector organizations to secure the cyberspace. By aligning domestic 
cybersecurity governance practices with international best practices, 
Pakistan can build its own resilience cybersecurity ecosystem to enhance 
public confidence in digital governance. Findings may contribute to the 
knowledge of cybersecurity and provide significant insights for researchers, 
policy practitioners, and opinion makers to contribute further for effective 
cybersecurity governance system for public sector organizations of 
Pakistan. 
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